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[resocks]
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resocks

Py LU i
RELEASE lf\'i %Wfl BUILD NO STATUS LICENSE MIT GO REPORT A+

resocks is a reverse/back-connect SOCKS5 proxy tunnel that can be used to route traffic through a system that can't
be directly accessed (e.g. due to NAT). The channel is secured by mutually trusted TLS with auto-generated
certificates based on a connection key. Read our blog_post for more information.

Step 1: The relay connects to the listener establishing a secure connection that traverses NAT
£ Network A 7N (" NetworkB(BehindNAT)

IP1.2.3.4 1P 10.0.0.1 IP 10.0.0.2

——
| Listener || Relay .
: mTLS with Connegtion Key | L
n

= o
e\ 5

% resocks 1.2.3.4 —key 'tvyFEKRO...'

x _

Step 2: The listener starts a SOCKSS server whose traffic is routed through the TLS connection

I $ resocks liste
Listening on Port 4080

S

% resocks 1.2.3.4 —key 'tvyFEKRO...'

Network A 2 /" NetworkB (Behind NAT) )
IP1.2.3.4 IP 10.0.0.1 IP10.0.0.2
Tl ﬁﬁListene_r/ 1 - ': Relay - Target ‘
~proxy socks5://1.23.4:1080 L N\ ‘_ — == o i,

| S resocks listen

\ il s/ S 7 _
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m203 0202 0] ofoE X

WMicrosoft#WindowsW#DeviceDirectoryClient#RegisterDeviceProtectionUSB
WMicrosoftwWindowsW#DeviceDirectoryClient#RegisterDeviceToolsUSB
WMicrosoft#)avaWavaUpdate
WMicrosoftWWindows#UpdateOrchestratori#Check_AC

tt1
testl
[H 1] 8¢ Z2OMOZ I¥E= 0|8 =5
=M7E0| Q5tH 214 HY Mao| M F20| 7|E SOCKS HE2 &l O|FOX|0 214 HHI} aH|
DCSyncE HAstHE= Al YAHEUJCE DCSyncZt HAZ(H SHH QI Active Directory?| =X 7|52
A4St =OQl HEEZE £0] Digtt 2 E AR AFHO| SHSHES ST 0]= CurlyCOMrades?t
XA ZEA 7180 =8 0|5 2l ASS Y == AUk

[SOCKS 5 H}o|L{2|]
resocks E| QT 8P BIEEl 2402 ZHE|= @ [H2 TEA| E7E GitHubOl| YREE QT AL T2 HEO|A

HH = SOCKS 5 AH HIO|H 2| 2 =210, 0] =7& 0.0.0.0:55333 == 0.0.0.0:55334 Of BQIE =ICH

[SSH + Stunnel]
74E H2o2E SHXEO| e UEY ZEA Z2 0| o|Ests Al YA ZE HRH0| sshexeS
AHESHH, Stunnel B2 714 2491 tstunnelexes TCP E2fH LS ot0f| AL EICH
O|2fet HHAl2 SSH 418 HHEatstn WESA 7|8He| EX|

o = —|
= il o=
52437 MY =2 A2 ZEOM 2Z D AEMEB AR Y 4= U BiRIY S AFotCt

Tstunnel Location Corresponding Config

C:WprogramdatattSamsungWPrinter#Printer.exe C:WprogramdataSamsungWPrintertservice.conf
C:WprogramdatattmicrosoftWcryptowrsattCertutils.exe C:WprogramdatatmicrosoftWcryptotrsattservice.conf

[E 2] tstunnel.exe T2 (&S 2ot M& X & HEoHY

X Stunnel : LEAA USS EAZ T

1

)]
Mo

&L= TLS(ex. https) B'2 2 ZMA QHESHA| HESHE =7
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[CurlCat]

sshexe MU0 HAL|= =F s HHO|H42| THAO| 2J8 C:wProgramFiles(x86)#GooglewGoogleUpdate.exe
IUO| MM |0, slE IY2 sshexel| YEHS ThA 2O C2MH{QL 46t AYS A tCt

CurlCatOl| A M3SH HTTP 282 W [E 3] 0f &2 AHH0| Hol= 4 HE LEHE st=ea g =
&l (Header) 7t ==& |0 QUL

Host: <redacted>.ge

Accept: */*

Accept-Encoding: gzip, deflate

Connection: keep-alive

Content-type: application/octet-stream

Cookie: PHPSESSID=<random base64 encoded string>

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

fl
ok

FE AL Sl HTTP 8|5 (Header)

[# 3]

€2 420N ZHE E OHE ME2 <redacted>md 2t =M1 2 S41S +ASH=H, Of 4E2 HsAt
a
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SAREALO|Of EXSHE Hellel 3o & MHE S0l 719 €0 S5 SABHH 2HEC
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T|SHRF A E=HE MY SAXEC2 MH
[RuRat]

SAX= Qo] gt AN ZEA| 0|2 St XEH e HEYA M2 Sl XSd S 225X,
MOl Y PLHE =9l “RuRat(Remote Utilities)'S 9 HHE X|&Hd2 FXRletet
%COMMON_APPDATA%Wrun.bat TH Y-S S8f| A T|0, HiX| T} 2 RuRate| 7|2 MX| C|HEHZ|E M5t

siE ClEE 2o =2 Al ZntS FE0IC)
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[MucorAgent]

MucorAgent= BHEO] M BEZ X|HH FX|Q HOIH =% U FE2 SHOZ AMELIH, & 37HX| EHAZ
AISICE A BN NETR 2 MU= X7| 202, CLSID{de434264-8fe9-4c0b-a83b-89ebeebff78e} 2F H1Z &l
FHA Ol COM X2| 7|2 StO|XH Y of F4h ZE0| MAE I StO|HUE AN BF0| HAEICH Mel Al CHS
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Ag sxoz 2t
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EHH = PowerShell 23 Z E H|0| 2 E7} & X| &)= 248 BX|S}7] 28l AMSI(Antimalware Scan Interface)

I{X|E 85t O3 T2l 2otz PowerShell A3 B EE =2 ot0t 7| Adsto).

El

%|E PowerShell AT E=Z, A Al X|HE ZH LHOIM EH T4 (indexpng = iconpng)=
AMSED, LIEHEl PowerShell A3 EE S350t £ PowerShellexe ZEMAE SESHA| 940

SystemManagement Automation Ul I A O| A~ 5 &&5H0] Aaotrt
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o fileInfo = ileInfol( = , Encoding. -.GetString(array)));

f (fileInfo

sk(data);

<& 2> indexpng LHE0| H|O|2 = O|O|E{7} EX|SH=X| =+l
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- 42 : %APPDATA%WMicrosoftWWindowsWTemplateswWCurlWimage
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B E : %COMMON_APPDATA%WSOSharedWlLogsWUserWFESC4219-A639-46F6-ACI7-
8035FF5A4A85WPackageswTaskLauncher.dll

Task(

n appDomain =

ip appDomainSetup =
DomainSetup.ApplicationBase = -
appDomainSetup.LoaderOptimization = LoaderOptimization.SingleDomain;

appDomain = AppDomain.CreateDomain(Guid.NewGuid().ToString(), , appDomainSetup);

appDomain.SetData( 2", .GetPicture());
appDomain.SetData("Fornm data);
appDomain.SetData( .imageDir);
appDomain.SetData( 1t", 9216);

[] array =

[] array2 = new

r

{
};

appDomain.CreateInstanceFrom(Encoding.UTF32.GetString(array), Encoding.UTF32.GetString(array2));

appDomain = r

AppDomain.Unload(appDomain);

<& 4> TaskLauncherdll Off QX[ 2 EH7|7| et A7

Date AESE 23} #l GZIPAMSI IfX| B E + Yoot & HO|2E) H0[H
Form AES 7|

Path 222zl PowerShell HO[2E7t = ClH E2|

Count 3EHAIOIAM AMSI THX| HEO|H2| & F+E0hs Al

[ 4] QX2 WHFE g

= B SEA O M TaskLauncher.dll THUO| ASHE|H AES 7|2
Io|2EE 258pstc) 2|1 8ot EX
HRY THA

St |2F =7 |3} HIE{(v)7t PHSO{X| 10 CHS THA =2 Alsligt
23|517| Qs AMSI I X| REE L=(GZIP) YEFZ 20| 20, A|
S|

= &
S A [ Ho|Z =0 27H &=
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M R EHAlE "AIE 2|Toh] 2ol HIZ2| 2FofA PowerShell AT APIE HE = =
<18 5>2t Z0] Show() &+E =E30| 3CH| ﬂﬂOIEE FES Y Soy/U=FHM A

AESE 2 SHE GZIP HIO|EE S22/ ME oF 7| AMSI IiX| ZELIHO|2E FES ZLTICE

O|= AMSI THX| S s=bieh 7 3B LO| 2 =5 HASHH S| S STt

blic TaskHandler()

[] array = File.ReadAllBytes(Encoding.UTF32.GetString(ne:

1))

string text = AppDomain.CurrentDomain.GetData("
- num = (int)AppDomain.CurrentDomain.GetData

Thread.Sleep(1000);

+

s.Show(this.Decode(array, Encoding.ASCII.GetBytes(text), true, num));

Thread.Sleep(leee);
.Show(this.Decode(array, Encoding.ASCII.GetBytes(text), false

<12l 55 Date 23 3l/4=8X FEI
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tL Ol errorjog IHUO| QIR 2 74X

Path2| 3/S E8ll AES7 |2 &S SHEl PowerShell AR ETF LetEl CIAE2
A
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indexpng LtY, &3 ANt 7| 2€ &3 1

|'O

> text = AppDomain
text2 = AppDomain.
(teXt)-J text,

1 EX)

text3

: textd = Jom: =
(textd, text3, ex.

<12 6> ItUO0| LSt C|HE ]| ZM
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L2t ZIHE errorjpg If

text = . e(dir, f_in);
[]1 array = tf .Decode( -GetData(text), Encoding.
(text);

1al } » 1nitialSessionState =
[1 array2 = -

(PowerShell powerShell PowerShe ; te(initialSessionState))

powershell. Add pt(Encod . . GetStr (array));
1 wn<P50bject> collection = powerShell. ke();
(! powerShell. )

(collection. 1= @)
Type type = collection[@].
if (type. "Byte”)

L

[]1 array3 = ne te[collection.

( i @; 1 ¢ collection.

array3.SetValue(collection[i].
érrdyZ = array3;

(type. == "Object[]")

array2z = [(( t[1)collection[@]. ).
( (ot [1)collection[@] ).CopyTo(array2, 8);

< collection.

text2 = text2 + collection[j].

¥

array2 = Ei ling. .GetBytes(text2);

i> collection2 powerShell.
+ k € collection2. 3 k+d)

text3 = text3 + collection2[k].
¥

array2 = Er ling. .GetBytes (text3)
o(dir, f_out), tf .Encode(array2, Encodi

<2 7> AARE AD L=
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Proxy Server
91.107.174[.]190
96.30.124[.]103
194.87.31[]171
75.127.13[]136
94.131.109[.]91
207.180.194[.]109

MucorAgent
€9ef648f689e1ccaae5507500e7f9ecf
ccc79a123413544c916de995e3876bbd
5a8ff502d94fe51ba84e4c0627d43791
c1cdcadf765f38675a4c4dfc5e5f7e59
68f7a7c642ab9a58b42af4416052caa8
ff14ba2e10a6c1d183fab730b0acaeb3
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6) YARA Rule

rule MucorAgent_TTP_Heuristic
{
meta:
family = "MucorAgent”

confidence = "medium"

strings:
$s_curl = "curl.exe" ascii
$s_curk = "-Kimage" ascii

$s_tasklauncher= "TaskLauncher.dll" ascii

$s_image_dir = "imageDir" ascii
$s_index_png = "index.png" ascii
$s_icon_png = "icon.png" ascii

$ip1 = "91.107.174.190" ascii
$ip2 = "96.30.124.103" ascii
$ip3 = "194.87.31.171" ascii
$ip4 = "75.127.13.136" ascii
$ip5 = "94.131.109.91" ascii
$ip6 = "207.180.194.109" ascii

condition:
uint16(0) == 0x5A4D and filesize < 25MB and
(
( $s_curl and $s_curl_k)
or ( $s_tasklauncher and ( $s_index_png or $s_icon_png or $s_image_dir ) )
or ( $h_octet and $h_cookie and $ua_chrome124)
or (1 of ($ip*))
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