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SQL QIEM - AATE S U B4 - AP &l - I Y=

A& Fot

O{T35| B2 ¢l AIO|E0j|M SQL Injection, XSS §2| 341t 2HHE E+FXt S0i| CHet LE{Z 0| 0| S5tC}.
SQL Injection= 0|236t0{ DBXZ! &0F ofL|2f EH &4 S2 AT AL File Upload, File Download,
Command Injection 50| 7}56HH A|AH! Felof 0 Q

@ SQL Injection 2240f| |2kste 21018l 1 load_file()E4E S3l M XIS ©|E 4 /Lt

@ A9 X}l AZE= robot.txt, view-source, Directory Scan S2 Sdll A2 X}el HE(1x} HE)E
S + AU, 0| 2ot YR E El= L XA(2A HR)E &5 & + UL

® C2E2 LHE XH2Iof| Cier A= HALS TIWSHY include & § FIHHQ LIBGX YR)E S H =+
ACH, 0|5 Sl LHF XHad (& WY 2ATE)E WA 58 5 Ct

@ O =&t LHE Xt2dof| CHst AATE FICH 52 E3| File Upload, SSRF, Session Injection &
FIUTS 2QISI0] AJAH Fotof| 28e o~ QUL

® File Upload?} 2}5¢t #2F X0l T2 Al &t2|Xt Hoto| B0 Session Injection 2 &3 Hﬂ._*EIxf
HeHS 25511 i F X H0|M WebShell H2E, AAR H|0f(A AR HE Al) THA0) 0|F =~ ULt

@ SQL Injection

[3A]
2|E0|M SQL Injection F{2fH0| EXH5t= HAITHOf| CHoI S22 TIl, WAF S0il 2|8 XFTHE|ASLt
CHSa 22 HOLER S 23[5t= S HIE S 0| 8510 34 4 ULt
. IAIEP’?*IWEFEFDIE1=(0)/*|or(1=0)union*/se|ect+1,2,3,4,(select+group_concat(i_id)+from+intranet
_member+where+1),6,7,8 -, 58,59%23&f_name=&x=17&y=18

~edy

o HAIA|ERF[fOELO|E =/*PI0_*/(0)/*!or(1=0)union*/select+1,2,3,4, (select
load_file({file_name})),6,7,8,9,10,-:- , 59#

[E=I]

alert tcp any any -> any any (msg:"SQL Injection bypass Prevention 1"; content:"GET |[POST *;
content:"W/W*!"; content:"W*W/"; content: "select|unionl|insert"; flow:to_server)

alert tcp any any -> any any (msg:"SQL Injection to filedownload"; content:"GET |POST *;
content:"%27|%'%22|W""; content“select”; content:“load_file("; flow:to_server)

(18 9.4 % oig]
Sl inectiondl Efttol $oi# 2 siol 2l 2l it S0l Dluisol BAol 4
=

=
EEIS’dEf 0IE1°r 340 EH'CF_* CHEXol Easty 23 4 5 2|4 FfH SOl EHE* X5XQl 2t2|ot
t

o = —_ =
ZQstct, ESH File Download, RCES2e| ¢1AHPts/d0| &2| UHE0| L F2|sHOFSICt. EESt File
Upload 20| H2E & ool Ciet Z2E &S = 912 W SQL InjectionS E-83IUH HE, HIEA| F[<F

245 UOH7| fIoH L==8HOF BtC.
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SQL MM > AAIC S W24 > FYH HOl - njY P2c W
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[91H 84 Y i8]
YUZE JH5T et BESI0] Black list?[He 2 HETYSHN U= J2, BHYEX| ¥2 &YAt=
YZE & £ ALt Blacklist2LH= Whitelist 7|2t22 TEJZSHOF StCf, 3 SAHS EHX|5H| 2I6H
E2 Ao A0 2|x 33 BRG] I3 ==sHoFst # T OFL|Zf WebShellS S9t A|AH BT
AgH 0] CH3t ResponseS EHX|510] =210| Qi =2 SHOF3HCL,

(&1

alert tcp any any -> any any (msg:"WebShell Detect 1"; content:"eval(gzinflate(base64_";)

alert tcp any any -> any any (msg:“WebShell Detect 2"; content:"GET |POST *“;
content:“eval(|passthru(|exec(|system(|shellexec("; nocase;)

alert tcp any any -> any any (msg:“WebShell Detect 3"; content:"GET |POST *“;
content:“subprocess.run|os.run|start-process"; nocase;)

alert tcp any any -> any any (msg:“Command Execute Detect 1”; content:"/bin/bash”; nocase;
pcre:*/([0-91{1,3}%.){3}[0-91{1,3}/"; pcre:"/[0-65535]/")

alert tcp $INTERNAL_NET any -> $EXTERNAL_NET any (msg:“List Command Execute Detect 2";
pcre:”/([Idrwxt-1{10})Ws+(¥td)+ ([A-z-_0-9]+)Ws([A-z-_0-9]+)Ws+(Wd)+Ws+(Wd{4}-Wd{2}-
Wd{2})Ws(Wd{2}:Wd{2})Ws(Ww+)/"; nocase; flow:to_client, established;)
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