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Contact @o

Central Jersey Medical Center Provides Notice of Data Security Incident
El Centro Médico Central Jersey Informa sobre un Incidente de Seguridad de Datos

Central Jersey Medical Center Provides Notice of Data Security

incldant El Centro Médico Central Jersey Informa sobre un Incidente de
neiden

Seguridad de Datos

Central Jersey Medical Center, Inc. ("CJMC) is issuing notice
regarding a data security incident that may involve information
related to certain patients of Central Jersey Medical Center. This

notice provides information about the incident, the response,

and resources available to individuals to help protect their
information from possible misuse, should they feel it necessary
to do so.

Central Jersey Medical Center, Inc. ('CJMC") emite este aviso
con respecto a unincidente de seguridad de datos gue puede
involucrar informacion relacionada con ciertos pacientes del
Centro Médico Central Jersey. Este aviso proporciona
informacion sobre el incidente, la respuesta y los recursos
disponibles para ayudar d las personas a proteger su
informacion de un posible uso indebido, en caso de que
consideren necesario hacerlo.
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Watsonville Community Hospital

Watsonville Community Hospital

Founded in 1895, Watsonville Community Hospital is a 106-bed, acute care facility
accredited by The Joint Commission. In addition to the emergency department that
serves as an advanced life support base station for Santa Cruz County, the hospital
offers a comprehensive portfolio of medical and surgical services, including a full
service Wound Treatment Center. The physicians and staff at Watsonville Community
Hospital strive to exceed patient expectations, while delivering compassionate, quality
care.
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% Cucamonga Valley Medical Group (CVMG)

Cucamonga Valley Medical Group (CVMG)

1 of the publication
Cardiovascular Medical Group of Southern California provides a comprehensive
range of cardiovascular services, including diagnostic testing, disease management,
and advanced treatments for patients of all ages. Their board-certified physicians
specialize in cardiology and internal medicine, ensuring expert care and a focus on
preventing heart disease. The clinic leverages the latest medical technologies to
support patient health and offers accessible virtual services such as electronic
appointment requests and test results. Their commitment to personalized care is
evident in their strong physician-patient relationships and partnerships with
renowned medical institutions.
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--verbose SN 2O £8 gdst
-=kill ZZM A U MHA ZH BE (sql, veeam, backup § Z Z|AE Cf4))
--stop-processes RestartManagerg &% LY &3 ZENA TR
--encrypt-network HEQZ 38 =210|2 A3}
--load-drives S77 E2I0|E OIRE T A3 (RERD &4 7Hs)

--silent FEH L3} (SINOBI &EAL 7 A HH - E g HIEd
--safe-mode otMmE Xl

--hide-cmd 22 &8 =4

--no-background Hi &2t MY H2dst

--no-print =Z2H £ Hgdst

--mode A3 RE MEH (fast/medium/slow/entire, 7| 24k: medium)
-file E3 oY ¢33t (HEE 55 X 7ts)

--dir S8 tHEe g2t (HER 55 XE 78)
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A Sl 2 E EEMIQS Aoz Ao §, Z2MA 0|50 58 7[/E7F == A=X| 24l5H0]
oie Z2MAE ZA| S29IC MH|A ZEE OpenSCManagerW S Sdif AlH|A KO ZH2|Xtof E2et Z,
Oi&f MH|AC| B4 MH|AE MHH 2 BN SR, O|= e MH|AE B&sh= HAQ = FMECL O E
S0f SQL ServerS Z=232{H, MX SQL Agent, SSRS S T MH|ASE =MOIZ S23 F 2B5HO=Z sqQL
Server AtX|E S 2 oICY,

OpenProcess(lu, @,

vB7;

if (w87 )

if ( TerminateProcess(
print(L"[+] Proccess
CloseHandle(v38);
¥

/27, 9u) && byte_14@033C78 )

pe.th32ProcessID);

¥s with PID: ¥d was killed succesffully\n", pe.szExeFile, pe.th32ProcessID);

<Jd3e>ZEMATE ZX S LR

CIOJEH|O| A0t B & MH|AS S&20he OlFE, Of MH|AS0| 2 S [ 3ily e S2 2FH K0
olsf EA A0 Y=ote 4= Q7| WEO|Ch MB|AE BHXY SEetozM oY a2 siMst 2ot thy
YIS ATICE. E3] Veeam WY MH|AS S2ot= A2 LGHAC] Y 5+ Z2S AP0 AESH2=
ozo|ct,

.rdata:eeeepeslieal text "UTF-16LE™, 'sql’,@

.rdata:peeeee014002 5 aVeeam: o

.rdata: 000800014662

.rdata:e8eeee814002 text "UTF-16LE", 'veeam',®@

.rdata:peeeee014002 align 2

.rdata:peeeRE014002 5 aBackup: ; DA o

.rdata:eeeepeslieal .

.rdata: eeeeea0140602 text "UTF-16LE", 'backup',®

.rdata:peeeRE014002 align 8

.rdata:peeeeee14002 5 aEwchange: .rdata o

.rdata: 808060146602 ; .rdata:o9po800

.rdata: 8068068014082 text "UTF-16LE", 'exchange',®

.rdata:eeeepeslieal ) align 1eh

.rdata: 000800014662 alava: ; DATA XREF o

.rdata: 2000080814082 text "UTF-16LE", 'java',®@

.rdata:eeeepaelieal ) align 2eh

.rdata: 008080014002 aNotepad: ; DATA XREF data:@2000001480289F8T0

.rdata: 8068068014082 text "UTF-16LE", 'notepad’,@
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if ( viee )
print{L"[+] Recycling bin...%n"};
SHEmptyRecycleBinA(@, @, 7u);
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CESH Sinobie E210|E 253t A|RF HOf| Windows2| 25 ME EAMHRVSS)S ATK|ISICE VSS= WindowsZt
Ol K™ o= M0 L) Al 0|5 Soff TtYs 2T = AY| Y20

X|78l0F Sh= CH&OlEt

FirstVolumell = FindFirstVolumeW(v?, @xBe6eu);
do
1
if ( vl )
break;
if ( GetWVolumePathNamesForVolumelamel ( 7, szVoclumePathNames, @x78u, cchReturnlength)
&8 lstrlenW(szVolumePathNames) == 3 )
1
szVolumePathNames[@] = @;
¥
else
1
w9 = lpszVolumeMountPoint[--v1]:
if ( Setw ulu1e tountPodlntW (v, v7) )
if ( byte 148833C78 )
print(L"\t[+] Mounted % s\n", vO});
h
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Sinobi Ransomware= Curve25519 EFl=M C|m|-&at 7| w2kt AES-128
[=]

= E O
Y2t ARSI O oIt OO A MESH=E 7 T2 & Yoot 4] S otLEO|C,

[

Sinobie M SIEZYE ZZAXLS| Curve25519 37M7|E ClRYBIC} Base6dZ QALY = EXES
CryptStringToBinaryA =2 C|ALSHHA 326}0|E Q| HiO|L{2| H|O|E{ 7t =Tt O] S7H7|& sZ4XIt 2Rt

ZHel7|2f hS&lH, mBlixte] e s S=oiotet 280 §= g FEdhe 7|7H0] &Lt

= lstrlenA("I12uG3L55%0CrkxvozNzWSynvBZWxN@I+9wsalpAhBE=");
if ( !CryptStringTeBinaryA("I12uG3L55%0CrkxvozNzWSynv8ZWxN@9+9waalpAhBE=", v5, 1lu, @, &pcbBinary, @, @) )
goto LABEL_11;

v8 = HeapA
if ( lvd )
goto LABEL_11;
= lstrlenA("I12uG3L55%0CrkxvozNzWSynvBZWxN@I+9wsalpAhBE=");
if ( !CryptStringTeBinaryA("I12uG3L55%0CrkxvozNzWSynv8ZWxN@9+9waalpAhBE=", v3, 1lu, (BYTE *}v3, &pcbBinary, @, @) )

1loc(Proc

v1@ = GetProcessHeap();
HeapFree(vl@, @, vi);

<J210> 3707| C|2Y 23

EESE Sinobie= 2F THUOICH D70t QA 7] WS MMotCt CryptAcqwreContextWi Lozt HHAES Mot
T, CryptGenRandom 2f4=2 32HI0|EQ| h=5 MHBICE 1 & Curve25519 HFEO| 275H= FAI0| BHA
HIES Zdell}. 0|2 S=E0[2t otty, 0|Z40] alid W & YAl 7H2I7|7F 2Tk FA| 7Hel7|= & #Q
EtR=S4 Qidts ettt A R Stez Al S717IE ot FHR Aitez SAXe| S/47|2t
Z=8t50] Shared Secret(RIA| 7HOIZ| * S XS] B7H7))S MM TICE Shared SecretE SHA-512Z B{A|S}S5H0]
64HI0|EQ| 242 LO{A @ 16HI0|ES AES Y53} 7|2, 1 LS 16HI0|ES £7|3t HE|(V)2 AEBiCE
O] =0 Sy 2 SAXIRO| Rl 7§ el7 | T o M E /Al S747|S 083K Shared Secret= ALt 4=
QUCH= FOICE M3A= o= F2| /1217 | = 27| 0| =917t 27sOtt
if ( ve )
1
if ( CryptGenRandom{phProv[@], ex2eu, ve) )
1
CryptReleaseContext(phProv[e], @);
}
else
CryptReleaseContext(phProv[@], @);
7= ae*P'cLeJJHeap(),
HeapFree(v7, @, v4);
*(al + 48) = GetlastError();
o= 85
}
¥
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, --no-background % --no-print Z2{17t X|YE|X| 2 B HEDH HAL

<3 14> Sinobi HFESHA (EX : eSentire TRU)
ZZH &Y
EnumPrintersW 2t=2 A|ARI0| AR ZE 24 Z2IHE Lot 5, PDF § 7H Z2IHE A elst A

=
=2 Z2IEof Ol e = ES Sotct ZRIEES 2Iof Ar&dt= s

StartPagePrinter -> WritePrinter -> EndPagePrinter -> EndDocPrinter
20| Y2 I} 0| RZE BHEBICE

T—= = =

OpenPrinterW -> StartDocPrinterW ->

MOIC}. Sinobie ZE S2| T2IE{0fA

= OpenPrinterW((LPWSTR)*vd, & A H
if (!
goto LABEL_2@;
*{_QWORD *) = L"My Document";
= @;
= L"RAW";
= StartDocPrinteri( » Lu, iH

= ;
if )]
if ( startPagePrinter( )
sub_140881670(L"[*] Sending note to printer
= lstrlenA(va);
if ( lwritePrinter( N N
1
EndPagePrinter( A
EndDocPrinter( A
= ClosePrinter( 'H
goto LABEL_2@;

}

, &

= EndPagePrinter( )i
if ( )
1

= EndDocPrinter( A
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5) 10Cs

SHA256
Tb2ale41a7f65b8d9008aa631f113cef36577e912c13f223ba8834bbefadbd14
c88f60dbae08519f2f81bb8efa7e6016c6770e66e58d77ab6384069a515e451c
eb3e2a6a50f029fc646e2c3483157ab112f4f017406c3aabedaae0c94e0969f6
fAcd7ab04b1744babef19d147124bfc0e9e90d557408cc2d652d7192df61bdad
€3c080e322862d065649c468d20f620c3670d841c30c3fe5385e37f4f10172e7
e62df17150fcb7fea32ff459ef47cdd452a21269efe9252bde70377fd2717¢10
53e2c2d83813d1284ddb8c68b1572b17ccad5cfc36a55a7517bf45ff40828be5
43d4847bf237c445ed2e846a106e1f55abefef5c3a8545bd5edcad20f5deb9a4
4c2429fc8b8ec61dadIcbbalb8184ec45fa93a9841b4cad8094bba7741b826b8
694d729d67f1b0c06702490bfab1df3a96fe040fe 5d07efa5c92356c329757be
edae3b75deb8013bd48ac4534cca345b90938a2abb91672467c2bfIae81ff683
0814a0781ab30fca069a085dba201d6fd0f414498fafadbb42859786d91d4781
59b4deee977e9e27b60e7e179d54alce8e56624e73b799523416eee828bfaf76

URL

http://sinobi6ftrg27d6g4sjdte5maldsecfptinjyw52rskakgjdabuvb7yd.onion
http://sinobiérlec6f2bgnérd72xo7hvdsdabajiu2if4oub2sut7fg3gomad.onion
http://sinobibywgmmvg2gj2yygkb2hxbimaxpgkyk27wti5zjwhfcldhackid.onion
http://sinobi713wet3ugndcagjiessuomv75aw3bvgahdjpj43od7xndb7kad.onion
http://sinobi7sukclb3ygtorysbtrodgdbnrmgbhov45rwzipubbzhiu5Sjvagd.onion
http://sinobi23i75c3znmagxxyuzgvhxnjsar7actgvcdngeuhgenSyvz3zgd.onion
http://sinobiabmwbht2wcdjphessyzpy7ph2y4dyqbd74bgobgjudybytmkagd.onion
http://sinobicrh73ongfuxjajmlyyhalvkhicgttxkxaxz3gvsgdcgf76uigd.onion/login
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6) YARA

rule Sinobi_Ransomware {
meta:
description = "Detects Sinobi ransomware binary"
author = “Piolink"
date = "2026-02-10"

strings:
$magic = "SINOBI" ascii
$ransom_note = "README.txt" ascii wide
$extension = ".SINOBI" ascii wide
$apil = "SHEmptyRecycleBinA" ascii
$api2 = "CryptGenRandom" ascii

condition:
uint16(0) == 0x5A4D and
filesize < 5MB and

$magic and 2 of ($ransom_note, $extension, $apil, $api2)

rule Sinobi_Encrypted_File {
meta:
description = "Detects files encrypted by Sinobi ransomware"
author = “Piolink"
date = "2026-02-10"

strings:
$magic = "SINOBI" ascii
$decrypt_marker = {40 42 OF 00 } // 0xF4240 decryption size marker

condition:
// Look for magic identifier near end of file (footer)
$magic in (filesize-1000. filesize) and

$decrypt_marker in (filesize-1000. filesize)

16



