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alert tcp any any -> any any (msg:“Path Traversal Prevention “; content:"GET [POST “; content:"../";)

alert tcp any any -> any any (msg:“Path Traversal Prevention "; content:"GET |[POST “; content:"../../";)
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alert tcp any any -> any any (msg:"WebShell Detect 1"; content:"eval(gzinflate(base64_";)

alert tcp any any -> any any (msg:"WebShell Detect 2"; content:"GET |POST *“;
content:“eval(|passthru(|exec(|system(|shellexec("; nocase;)

alert tcp any any -> any any (msg:"WebShell Detect 3"; content:"GET |POST *“;
content:“subprocess.run|os.run|start-process"; nocase;)

alert tcp any any -> any any (msg:“‘Command Execute Detect 1"; content:"/bin/bash”; nocase;
pcre:"/([0-91{1,3}W.){3}[0-91{1,3}/"; pcre:"/[0-65535]/")
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[EHXI]
alert tcp any any -> any any (msg:"SQL Injection bypass Prevention 1"; content:"GET |[POST *;
content:"W/W*"; content:"W*W/"; content: "select|union|insert"; flow:to_server)

alert tcp any any -> any any (msg:"SQL Injection bypass Prevention 2"; content:"GET |POST "; content:
"select|union”; content:"information_schemal|database()”; flow:to_server)

alert tcp any any -> any any (msg:"SQL Injection bypass Prevention 3"; content:"GET |[POST *;
content:"%27|W'|%22|W""; content"and|or|W|W||W&W&"; content:”=|like%"; flow:to_server)

alert tcp any any -> any any (msg:"SQL Injection bypass Prevention 4"; content:"GET |POST "; content:
"select|union”; content:"@@version” flow:to_server)
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