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TiFRONT Cloud Security Switch for CCTV

& OfL|et 4R} LT ATHO t”HIOIE1
E

IP 7HHaks 2Ot 2 S
MO{R| ST} =017 | TR0, oT 32 AF 02 2I3H Bl

Xa

m
2>
:'—)

|P 7HH[2f HOF

0|34 Ol 7 (=]
fld 2 22| 2HE
IP Z=A0H U™ H|ZHS HA GO AFZA| HIYHS 22| AlZt 01 &
7to2t M2 AE 7k o 34 iy AT 52 =X
B |P 7iH|2} - |P 7|2t H| S S ST |0t CHEH| Aot Lt
Ot Ci=t Op - O[2A} H|UHS S HAGHOF SEISt=S 2|F 5t
HHT (2017.12) - [P 7tH[2} HOtR|Z 2| AE 2 HORISH| Al
= CCTV ®2 AQX|9| Z2|AIAEOI TiController2 Ltz 7tH2tO| H|UHS S U B1AS 4 QIEL|C}
HS He[E0E Ot 2t LR 2 2 E 5 Chefst MO| 7|Sk MESgLc

IP 7}H|2} H|2UHS i
%_.él- J-ll_I'E-I TiController= H|Y

IP 7HHIZt 2

BH=0j SHolsk=
st

0 AIAH HE(CPU & Memory)o
ioo%

%

oo

s
%

V09101
wmowy Y0501

eny

o @ .na n.

ANA UUUU UU

eiae w31 (22 #3)(Poe 22 8

125 .

Poa ping
Tt [ g [5op| A2E 42 [s0
Ol n
A ZOH el

IP 7tH|t 2te] A9



CCTV HE TiFRONT S2}RLE HOtAQIX|

HES3 oHd
X 2 25 AQXl (ERPS)
o= JHEH HELIM oo F3E AFHGIH FOE YX|RILICH
* ERPS: Ethernet Ring Protection Switching
Non-STP 2tZ0j|M F& XIC
STP 7I g 7|2 HZELCt. 2ok STPE X|6HK| Y= S0
o . o o
A91%| SO YstHtE, si” LEE XNES2 = AHHGH| 0| Eciy
Loop 4 WHEESHE QIS MH|A ZOKE Of 2L Ch.
_>’ S HOM|S 38 A0f= 210[0] ALE M5 QX
‘ 0Ms HE/T0 o= HoRITIoZ HOt HAIZ Q1% Eafy
DEHHEE X|21 Qo] Z|tf M EXl(wire—speed) Hs5S MEELIC
2174 XIoHZ
] ZofE| TiController0ilA] 0 41 2 2424 Z2) H[of
AIO|E B2 ©10] Ping EE= Traceroute®t 22 HAS Eoff HEYA
ol 24 3 0|2 =& KT &210| 7tsEiLL E9], HEHZ 2F
2 ALIX|0f HOW7t MAZ B2 HH0M MEES Haigh 4~ Ql0] &
2| At LUEOIA H2 ST
PoE X|& ]
IP 7tH|2} HE JtS¢et T2l PoE+ XE
bl
@ i :  A0IE SR M-YE-F Ffuj2to] HUBIW FNENS
OA[ E -
PoE ZE SAl X|HBILICH 2EE 8~24719] PoE+ (802.3at) ZEE= {2t
Z|0§ 30W MHS X[REUCH
[ | (=]
'I'—+—E

o)

=
E
)
3
Q
=3
[0
[}
(%)
v

2|
255 7ok HO| g0 YT STU0A AEE + ASHH.

: CC2510G, CC2510GP, CC2528GXP)




TiFRONT Cloud Security Switch for CCTV

CCTV HE A%1%|

TiFRONT CC2510G
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CC2510GP CC2528GX CC2528GXP
T T

Switch Fabric 20 Gbps 20 Gbps 128 Gbps 128Gbps
Forwarding Rate 29.76 Mpps 29.76 Mpps 190.48 Mpps 190.48Mpps
DRAM Memory 256 MB 256 MB 512 MB 512MB
Flash Memory 288 MB 288 MB 256 MB 272 MB
Ethernet Ports (total) 10 10 28 28

1GbE Copper 8 8 24 24

1GbE Fiber (SFP) 2 2 4 (dual media SFP) -

10GbE Fiber (SFP+) - - 4 4
PoE - 802.3af, 802.3at - 802.3af, 802.3at
Power Input DC12~48V DC48~57V AC100 ~ 240V (50/60Hz)
Power Supplies QIE (optional) <& (optional) Single / Dual Single
Power Consumption (W) 17 17 30.1(S) / 30.6(D) 26(S)
Dimension (WxDxH, mm) 72x118x 145 72x118x 145 440x215x44 440x331x44
Weight (Kg) 0.85 0.88 2.75(S) / 2.9(D) 6.0(S)
FAN Fanless Fanless Fan Fanless
IPv6 IPv6 ready logo (Phase II)
RoHS Compliant RoHS Compliant
Security Certifiation CC (EAL2)

ARAR M 71

7|Ef HOt « |P Source Guard, Dynamic ARP
Inspection, Embedded RADIUS,
H|QI17t 3R 7| Detection, T+t EfX],
DHCP filtering, NetBIOS filtering,
Self loop detect, System Access

22

L2 ACL « 1L.2/L.3/L4 based filtering
Port « Autonego/Speed/duplex : VLAN. ACL .
Management - Flow control * ACL filter naming
- Time—-Based ACL
VLAN « Port-based/Protocol/MAC/Subnet
VLAN PoE « PoE+ standard support (802.3at)
- 802.1Q « Enable/disable for each port
+ Hybrid VLAN - BEY 23 12 P09 44
« Private VLAN « LEY PokE MY X 7
- Ingress/Egress tagging - PoE ME AAHEL
- Max VLAN (4K) X33 OLEY
Spanning Tree - STP, RSTP, MSTP, PvST+, PVRST+ Network - ERPS (Ethernet Ring Protection
MAC leaming + MAC address aging Redundancy ~ Switching)

+ MAC filtering

+ Duplicate MAC address learning
prevention

Jumbo Frame - supported

SNMP « SNMP v1/v2¢/v3

+ Public MIB (System, Interface,
IP address, UCD, Router(RFC~
1213),Protocol(TCP, UDP, SNVP,
ICMP), RFC1573 Private Interface MIB)
Private MIB (Learning MAC table,
security configuration)

+ SNMP Trap (Authentication, Port Link
up/down)

CLI Interface - Telnet, SSH, Console

EMS Interface + SNMP, Syslog, SSH

+ Reserve MAC learning prevention Hot
- Static entry support
« Independent VLAN learning Anomalous - One-to-One flooding, Random
+ Max. MAC entry (16K/32K) traffic flooding, IP scanning, Port
. T . scanning, IP spoofing, ARP
Port Mirroring  + Port Mirroring (N:N) spoofing. Neighbor spoofing, MAC
Link - LACP flooding, counting & logging
Aggregation - Link trunking « IPv4/IPv6 20t 7|55 XI2
+ LACP load balancing - Xz EHX|/RIE 2 SHK]
« Trunk groups (8) + Source MAC/IP& Rfct
- Members per group (8) - &R 012 &
« Static Trunk load balancing
- Join/Leave, Multicast group (1K) Protocol - DAD attack, Land attack, Teardrop
IGMP snooping | T2 , Anomaly attack, L4 source port range O[Af,
MIAGAL same port(sPort/dPort),
QoS + 12, L3, L4 header based TCP flag 0|4, TCP fragments,
classification ICMP fragments, Smurf
+ 8 CoS Queues per port
- Diffserv Port Protection + Storm control

+ 802.1P Priority

+ Max. MAC X

+ CoS, DSCP, IP Precedence
« Priority Marking/Remarking
+ Rate Limit/Shaping

- Login/Logout 7|2
=R

Accounting

Authentication + RADIUS, TACACS+
User « Login with password, Session timeout
Management  configuration, Multi user, Authority
for each user, Multi-configure
M ol
= = .
0S 22| + OS update via TFTP
Logging - Syslog server, Monitoring, Log
threshold management, Log
backup, System/Security log
Monitoring - Port statistics, CPU/Memory usage,
Fan, Watchdog, Temperature sensor
Others - UDLD
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+ VLAN, Voice VLAN
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- Edfm pe) HIEQT, HE, SAE Ho| ET AIRY £ ZH[EE - Self-loop
- HE M| HE AFEY (Layer2)  -ACL
22 XTG5S XA YEST HE U ASIX| X BA - QoS
- E9I0] BH2): HYO YZ/AAS YE0|E "LACP
- AP el R X o) v
CHEQIT 22 A O[HIE 3 AOf 242t HIAIX| *IGMP Snooping
— sgrco Mie= x ol =s - RSPAN (Remote Mirroring)
- 7 MoK 2Tk 202 &, 71aX|g =20|
oA FHs - Romote Console
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- Hot S AX (High/Middle/Low)
. . + Flood/Scanning/Protocol Anomaly A% o Ax| B
o} IT XpA2E2] AHEE 3, 25, YO0|E
TiMatrix 228 ) 2o Spoofing/MAC Flood 35 e =
- SMB Trace/Scan 4% IPT MeHE IPT T
7|E} 510t « Storm Control ZREE BiA Sl ARS [HA|HE
= - System ACL CHAlHE | s My
IAEE e ame Eajn Xy
HE2 ozt
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TiController 100 TiController 500 TiController 1000
L SH=RI0 O1E20[2A SHE=QII0] 01Z2t0[¢A SH=QII0] 01Z2t0[QA
CPU 1 x Intel Xeon 3.0 GHz 1 x Intel Xeon 3.0 GHz 2 x Intel Xeon 2.1 GHz
H2a| 16GB 64GB 128GB
HDD 1 x SATA-1I 1TB 4 x SATA-1I 1TB 8 x SATA-1I 1TB
37| 1RU 1RU 1RU
AR 2| 4 Z|t§ 100CH Z|0 500CH Z|TH 1000cCH

LAN 2 x Gigabit Ethernet

2 x Gigabit Ethernet

2 x Gigabit Ethernet
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